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2 Home

3 Welcome to the IDSA Knowledge Base

The IDSA Knowledge Base serves as a comprehensive documentation of information and
resources developed by the IDSA Working Groups. This Knowledge Base brings together a
collection of approved and published deliverables, offering valuable insights and guidance
for the general public. While the Working Groups are continually refining and updating
their materials, the Knowledge Base features only the approved versions that have under-
gone review and approval. As a result, the documents included may not always reflect the
most current status of ongoing drafts, but they represent the authoritative and officially
released content.

3.1 Version 2026-1
This release RC-2026-1 includes:

« Manifesto of International Data Spaces

« IDSA Rulebook 2026-1 release (see release notes)
+ IDS-RAM 2026-1 Release Candidate

* Glossary 2026-1 Release Candidate

3.2 What you will find in the IDSA Knowledge Base

+ Manifesto of International Data Spaces: Discover the foundational vision and guid-
ing idea behind international data spaces, outlining their purpose, core values, and
the future they aim to enable.

* Principles of Dataspaces from the IDSA Rulebook: Access the key principles and
functional requirements for trustworthy, and interoperable dataspaces enabeling
trusted data sharing.

* Practical Guidance from the Reference Architecture Model: Find actionable
recommendations and design patterns on how to design, build, and operate data
spaces, based on IDSA Reference Architecture Model.

* Glossary of Commonly Agreed Terms: Explore a glossary featuring standardized
definitions and explanations of essential terms used across international data
spaces, ensuring clarity and shared understanding for all stakeholders.

+ Standards and technical specifications: Standards and technical specifications
serve as foundation for trusted, and interoperable data spaces. We list the relevant
documents based on the IDSA groundwork.

In the downloads section you can find the IDSA Knowledge Base as downloadable file for
offline usage.

To get started, we recommend reading our introduction to What is a data space.

3.3 Versioning

The IDSA documents follow a quarterly release approach based on the approval of the
IDSA Working Groups. The versioning follows the scheme ‘year-sequence - YYYY-N', e.g.,
2026-1 for the first release in 2026. The knowledge base publishes the latest release.
Older releases can be found on in the IDSA GitHub repository knowledge base.
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https://github.com/International-Data-Spaces-Association/IDSA-Rulebook/releases/tag/2026-1
dataspace.md
https://github.com/International-Data-Spaces-Association/knowledge-base

The IDSA Knowledge Base may be updated with errata versions including non-normative
changes and may publish release candidates.

3.4 How to read this knowledge base

Tabs: Use the header tabs to switch between Home / What is a data space?
/ Manifesto of International Data Spaces / IDSA Documents / Standards
and specifications / Downloads / About. The outcome of the IDSA Work-
ing Groups is in the IDSA Documents and the Manifesto of International Data
Spaces.

3.5 Contributing

Contributions to the IDSA Working Groups and their deliverables is limited to IDSA mem-
bers. (Learn here how to become a member) However, we encourage all data space ex-
perts to join IDSA as member or in our user group. Feel free to propose change requests
or feature requests as [GitHub issues] or via the IDSA user group portal.
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https://internationaldataspaces.org/we/become-a-member/
https://internationaldataspaces.org/we/become-a-member/
https://internationaldataspaces.org/data-space-user-group/
https://community.internationaldataspaces.org

4 What is a data space?

5 Introduction to data spaces

This document gives an overview of the main technical concepts in data spaces that have
been evolving over the past few years.

These concepts are reflected in the IDSA Rulebook, which defines the foundational con-
cepts, rules and requirements for data spaces and IDS-RAM providing architectural guid-
ance for data spaces.

5.1 Data spaces

Data spaces enable trusted data sharing, thus creating added value.

""""""""""""" INTERNATIONAL DATA
- ~~ SPACES ASSOCIATION

Trusted data sharing

’ enabled by the data spacé“‘v

Data space governance authority

Role provided by one or more parties that establishes, governs, manages
and enforces the technical policies and business rules of a data space.

Figure 1: Overview of data spaces

The ISO/IEC 20151 Standard “Information technology - Cloud computing and distributed
platforms - Dataspace concepts and characteristics” defines data spaces as

environment enabling trusted data sharing between participating parties, based on
an agreed governance framework, along with an agreed set of policies, semantic
models, standardised protocols, processes, and facilitating services.

The next sections provide details on some of these elements, please also refer to the IDSA
Rulebook, What is a Data space section for more information.

5.2 Key roles

Data Space participants are organizations or entities that want to share data. They take

part in a governed data-sharing environment by providing or consuming data or even
both.

12


external/rulebook/003_WhatIsADataspace.md

""""""""""""" INTERNATIONAL DATA
- ~~ SPACES ASSOCIATION

Trusted data sharing

enabled by the data space

S~ Data space governance authority

‘‘‘‘‘

Role provided by one or more parties that establishes, governs, manages
and enforces the technical policies and business rules of a data space.

Figure 2: Key roles in a data space

They follow common rules defined in the data space’s governance framework. Their goal
is to generate value out of the data.

Participants can act in different roles (data provider, data consumer, data holder, etc. )
depending on which facet you are looking at a data space from (technical, economic, legal,
etc.). See layers and roles pages in the IDSA Rulebook for more details.

The Data Space Governance Authority (DSGA) provides the overall framework for
trusted data sharing. This is a role that may be provided by one or more parties, in a
centralized or decentralized manner. It establishes, governs, manages and enforces the
technical policies and business rules of a data space.

The governance framework may be very simple, or quite complex depending on the needs
of the data space and the use cases. See DSGA page in the Rulebook for more details.

5.3 Data Space Connectors and the Dataspace Protocol

Each participant is represented by a software agent (Data space connector) which
acts on behalf of this organization in the data space.

The Dataspace Connector offers API endpoints for data and service discovery, data shar-
ing contract negotiation, data sharing orchestration and management of claims about the
organization.

IDS-RAM describes these capabilities which can be realized using specifications such as
the Dataspace protocol to ensure interoperable communications.

The Dataspace Protocol (ISO/IEC DIS 26450) defines publication/discovery, agreement
negotiation, and data access interactions for interoperable data sharing. (Dataspace Pro-
tocol Specification on GitHub and Dataspace Protocol Specification)

13


external/rulebook/004_Layers.md
external/rulebook/005_Roles.md
external/rulebook/006_DSGA.md
https://eclipse-dataspace-protocol-base.github.io/DataspaceProtocol
https://eclipse-dataspace-protocol-base.github.io/DataspaceProtocol
https://eclipse-dataspace-protocol-base.github.io/DataspaceProtocol/2025-1-err1/

-

- INTERNATIONAL DATA
- Il SPACES ASSOCIATION

/ \,

Data Space enabled by the data space
§ Connector

Data space governance authority
______
““““““ Role provided by one or more parties that establishes, governs, manages

and enforces the technical policies and business rules of a data space.

Figure 3: Data Space Connectors and the Dataspace Protocol

5.4 Decentralized identifiers & claims

This approach supports multiple trust anchors, preserves privacy, and gives participants
full technical control over presenting and verifying identity claims.

Decentralized Claims Protocol, DCP (ISO/IEC DIS 26451) provides an overlay to the Datas-
pace protocol for organizational identity and trust/credential verification while preserving
privacy. (Decentralized Claims Protocol specification on GitHub and Decentralized Claims
Protocol specification)

For more information, please visit the draft IDSA position paper on Identifiers in Data
Spaces.

5.5 Observability

Data sharing transactions can be monitored for legal or business purposes through
observability.

This is the key capability that observes data sharing transactions to ensure compliance
with data sharing contracts. The requirements for observability derive from the actual
business processes, from the agreements between data space participants, and from the
general data space governance rules.

For more details, please refer to the IDSA Position Paper Observability in data spaces.

5.6 Standards, profiles and vocabulary

Additional elements help enable interoperability in data spaces.

Given the diversity of participants in data spaces, data must be annotated with shared vo-
cabularies, formalized through open standards and customized via community-specific
profiles tailored to domains or use cases.
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5.7 Data sharing across data spaces

Trusted data sharing between participants in different data spaces is also possible,
through measures for interoperability and decentralization.
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6 Manifesto of International Data Spaces

7 Manifesto of International Dataspaces

7.1 Introduction to the Dataspace Manifesto: A Vision for Trusted Data Shar-
ing

In an increasingly interconnected world, data is a critical resource that holds immense
potential to unlock new insights, drive innovation, and create value. However, for data
to generate this value, it cannot remain locked in silos or inaccessible vaults. Sharing,
processing, combination, and analysis of data across organizational boundaries must be
enabled. Yet, the movement of data between entities introduces significant business risks,
often hindering collaboration and innovation. At the heart of resolving this tension lie two
fundamental principles: interoperability and trust.

Dataspaces are the foundation for building this trust. They offer a decentralized, neutral
framework of protocols and frameworks that empowers participants to engage in Trusted
Data Sharing—allowing data to flow freely while ensuring autonomy for all parties in-
volved. This manifesto sets forth a commitment to common rules and conditions. Princi-
ples of dataspaces are simple, yet profound: Your data, your choice—participants must
always retain full autonomy over how, when, and with whom they share their data and
under which conditions. With great responsibility comes great power—agency comes
with the responsibility to safeguard and manage that freedom. Equity, decentralization,
and neutrality—no participant shall dominate or control the flow of data; all must share
equal rights and responsibilities. These values form the cornerstone of a robust, interop-
erable, and adaptable data-sharing ecosystem.

Through free and open standards, infrastructure-agnostic design, and boundless
business potential, dataspaces serve not as rigid, centralized platforms, but as flexible
building blocks for any data ecosystem and business models on top. Our commitment is
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to foster good faith in all data transactions, balanced by the ability to verify and uphold
trust among participants. By adhering to these principles, we believe dataspaces will
catalyze the next wave of innovation, unlocking vast opportunities for organizations,
communities, and society as a whole.

This manifesto is both a call to action and a vision for a future in which Trusted Data Shar-
ing through international dataspace concepts is the norm, empowering organizations to
responsibly harness the full potential of their data.

7.2 Principles of Trusted Data Sharing in data spaces:
7.2.1 Dataspaces are a mechanism to create Trust

Dataspaces enable Trusted Data Sharing

Data does not create value when it is locked away in a vault. It needs to be computed
on, combined with other data, analyzed, and used to generate value. To do this data very
often needs to move, very often from one organization to another. However, moving data
might create business risks, and to reduce those risks we need to create trust between
parties that are sharing data. Dataspaces enable the reduction of risk and creation of
trust and thus are a direct enabler of Trusted Data Sharing.

7.2.2 Your Data, Your Choice

Actors shall have full autonomy in deciding with whom they share data with and under what
conditions.

To stay in control over data they need to be able to make all decisions in the process of
sharing data themself. This includes the decision with whom to share data with: is it a
specific actor, or a class of actors that share a common attribute? Is sharing mandated or
prohibited by legal regulations that has to be followed? And what are the conditions under
which the data will be shared: are there restrictions, obligations, or special permissions?
Ifitis their data, and they want to have full autonomy, they need to be able to make these
choices. Not a 3rd party that will make those decisions on their behalf!

7.2.3 With great responsibility comes great power

Actors shall be responsible for ensuring their freedom to act autonomously

Autonomy in sharing their data does not come for free or easy. To ensure that they have
full agency over their data they need to be in control of the sharing process. If they hand
control over the sharing process to an intermediary they are no longer free and able to
execute on their autonomous choice of sharing their data and thus will give up a certain
amount of their agency. Intermediaries might be required to fulfill legal obligations or
to streamline business processes, but they come at the cost of giving up some autonomy
and agency!

7.2.4 Dataspaces are Decentralized & Neutral

All actors shall be treated equitable in their rights and obligations.

A dataspace is a decentralized mesh of independent actors. It is impartial and neutral to-
wards the actors. No actor of a dataspace shall have power over other actors. Every actor
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shall remain free to autonomously decide about their data and act with full agency in shar-
ing it with others. Every actor has equal rights in offering data, requesting that data will
be shared and negotiating the terms of sharing their data. No intermediary (unless legally
required) shall have the power to force actors of a Dataspace to perform data sharing or
to prohibit data sharing.

7.2.5 Data does not flow through the Dataspace

Sharing of data is executed on private channels

Dataspaces are a mechanism to create trust to enable Trusted Data Sharing through the
exchange of metadata, consisting of policies and claims about actors, data, and data shar-
ing contracts. The data itself is being shared on separate peer-to-peer channels, which are
independent of the Dataspace itself. Those peer-to-peer channels enable a diverse set of
technologies and are fully customizable to the needs of the two sharing parties. Data
can move or stay in place (Code2Data). The Dataspace is agnostic to data management,
storage, and processing technologies, although those technologies might have special
awareness about Trusted Data Sharing originated through a dataspace.

7.2.6 Unity in Standards - Freedom in Implementation

Dataspaces shall be based on international standards

To enable every organization to participate in dataspaces technical access must be based
on standardized protocols. These protocols enable the creation of a global ecosystem of
many differentimplementations which will cater to the needs of diverse organizations and
communities. Many existing and new business models will be enabled by capabilities in
implementations while a unified protocol basis ensures technical interoperability among
actors. The protocol standards need to be openly available to anyone.

7.2.7 There is no single platform to rule them all

Dataspaces shall be infrastructure agnostic

Dataspaces are not bound to a specific implementation technology, infrastructure or de-
ployment platform. Different implementations can provide platform specific capabilities
for optimal access to dataspaces from that platform. Dataspaces can be implemented
on anything from an IoT device to global multi-stakeholder platforms, depending on the
business model and business needs of the dataspace as well as the software implement-
ing the protocols. Different platforms remain interoperable through the capabilities of
the unifying protocol basis.

7.2.8 Dataspaces are not Data Ecosystems

Dataspaces are building blocks for data ecosystems

Dataspaces are a building block for data ecosystems and are not forming closed data com-
munity silos. They are the technology and the business process that enable Trusted Data
Sharing as a foundation for data driven communities, business models and ecosystems.
A dataspace is the tool that enables the creation of trust between two parties. It does not
enforce any business models.
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7.2.9 The opportunity is boundless

Dataspaces shall be business model agnostic

Dataspaces enable a wide range of business models, many not even invented yet. The op-
portunities to create value are boundless once Trusted Data Sharing enables data to move
and to produce insights and value. New business models enabled through dataspaces will
enable unforeseen possibilities for value creation!

7.2.10 Actin good faith, but verify

Actors shall honor all data contracts and its associated policies and verify adherence by others

Trust is a fundamental principle in dataspaces, but trust can also be disappointed. Like in
any network bad actors will exist. Don't be one of them! Any actor should always verify the
actions of other actors that they are interacting with. It is within everyones autonomous
decision to decide not to share data with another actor. It is the actors agency to stop
sharing data if agreements are violated. There might be consequences of various kinds,
e.g.,technical, economic, legal consequences, for violating and withdrawal from a data
sharing contract, and every actor shall be responsible and enabled to make this decision
and act accordingly!

7.3 Call to Action

We invite all organizations, data enthusiasts, technologists, and policy makers to join us in
building the future of Trusted Data Sharing through International Dataspaces. Whether
you are developing new (open-source) technologies, crafting business models, or setting
policies, above principles of dataspaces are essential to foster a fair, open, and innova-
tive digital economy.

Now is the time to act:

« Adopt and advocate for open, decentralized, trusted data-sharing systems that re-
spect autonomy and agency regarding data.

+ Engage with the global community to develop free and open standards that ensure
interoperability.

+ Create new business models and ecosystems on the foundation of Trusted Data Shar-
ing and Dataspaces.

Together, we can unlock the true potential of data for the benefit of all. Join us in shaping
a future where data empowers, not constrains.
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8 Introduction

9 Introduction

9.1 Who should read this Rulebook?

This Rulebook is addressed to the broad community of actors who design, build, operate,
requlate, or participate in data spaces. That includes private enterprises, public sector or-
ganisations, research institutions, standards bodies, and individuals who are responsible
for data governance, stewardship, compliance, or innovation. As data sharing assumes an
ever more fundamental role in economic activity and public policy, a clear understanding
of the principles, requirements and governance models set out here is essential.

The Rulebook offers practical guidance for those working with diverse forms of data shar-
ing — from decentralized peer-to-peer sharing and federated ecosystems to data market-
places and platform-based services. It is especially useful for readers who seek to promote
trustworthy and legally compliant data sharing; to manage business risk and contractual
governance; and to implement technical architectures that preserve participant autonomy
and agency.

9.2 Goals and scope of the IDSA Rulebook
9.2.1 The purpose and scope of the IDSA Rulebook

The IDSA Rulebook supports the creation, operation, and growth of data spaces by distin-
guishing mandatory requirements from optional, value-adding practices. Its scope spans
technical, commercial, and legal dimensions:

« Common technical guidance, including functional requirements and specifications.

« Recommendations for applying IDSA technical artefacts and for alignment with part-
ner frameworks.

+ Operational guidance for collaboration, roles, and processes that enable data space
ecosystems.

* Perspectives onimplementing and complying with international legal and regulatory
obligations to facilitate trusted, cross-border data sharing.

Reading guide for normative language used in this Rulebook:

« “must” indicates a mandatory requirement for conforming implementations or for
compliance where explicitly stated.

* “should” indicates a recommended best practice that is expected unless a justified
exception is documented.

* “may” indicates an option or permissive practice.

+ “recommended” and “preferred” are non-binding guidance intended to reduce risk
or improve interoperability.

The Rulebook describes how technical roles (for example, Participant and Data Space Gov-
ernance Authority — DSGA) relate to economic and legal responsibilities, and how these
roles may map to obligations under instruments such as the EU Data Governance Act, the
EU Data Act, and international programms like the Data Free Flow with Trust (DTFF)
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9.2.2 Goals of the IDSA

The International Data Spaces Association (IDSA) aims to cultivate a vibrant practitioner
community and to provide concrete guidance that enables the realization of data spaces
across a range of capabilities and organisational models.

To that end, IDSA develops the Data Space Requirements (the IDSA Rulebook), the Refer-
ence Architecture Models (RAMs), complementary implementation and operations guid-
ance. IDSA also engages with international standardisation bodies and open-source ini-
tiatives to harmonise and share the knowledge contributed by its members, thereby sup-
porting the global adoption and interoperability of data space technologies and business
models.

The central objectives for data spaces is the establishment of trustworthiness in data shar-
ing. The Manifesto of international data spaces articulates the fundamental principles that
underpin these objectives:

+ Data Spaces are a mechanism of Trust (Data Spaces enable Trusted Data Sharing)

* Your Data, Your Choice (Actors shall have full autonomy in deciding with whom they
share data with and under what conditions)

+ With great responsibility comes great power (Actors shall be responsible for ensuring
their freedom to act autonomously)

+ Data Spaces are Decentralized & Neutral (All actors shall be treated equitable in their
rights and obligations)

+ Data does not flow through the Data Space (Sharing of data is executed on private
channels)

* Unity in Standards - Freedom in Implementation (Data Spaces shall be based on in-
ternational standards)

* There is no single platform to rule them all (Data Spaces shall be infrastructure ag-
nostic)

+ Data Spaces are not Data Ecosystems (Data Spaces are building blocks for data
ecosystems)

* The opportunity is boundless (Data Spaces shall be business model agnostic)

* Act in good faith, but verify (Actors shall honour all data contracts and its associated
policies and verify adherence by others)

These principles provide the foundation for trusted data sharing and for the consequent
development of data-driven services and business models.

IDSA specifies foundational requirements and implementable reference architectures that
enable organisations of all sizes and sectors to offer, discover, negotiate, and consume
data-sharing arrangements for their digital assets.

You can find additional information about data space elements from IDSA in the following
sources:

« The IDSA website (https://www.internationaldataspaces.org) provides information
about our work, use cases, publications and events.

« The IDSA GitHub repositories (https://github.com/International-Data-Spaces-
Association) host specifications, reference implementation guidelines and an open
forum for member collaboration via issues, discussions and pull requests.
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9.3 Relationship with other organisations, projects & initiatives
9.3.1 How do initiatives relate in the field of Data Spaces?

The field of Data Spaces and trusted data sharing is rapidly evolving. As industries, re-
search institutions, and governments seek to collaborate across organisational and na-
tional boundaries, the need for interoperable approaches to data exchange has become
critical. Multiple initiatives and groups are contributing to this ecosystem, each playing a
distinct but complementary role. Together, they create the foundation for standardised,
reliable, and scalable Data Space solutions. This section explains how these initiatives
relate to one another, highlighting their contributions to specifications, standards, open-
source implementations, and testing frameworks. It includes organisations, projects or
standards that have made a significant contribution to or own a dependency for the IDSA
Rulebook. This section will be regularly updated as the ecosystem grows and further con-
tributions are made or when new dependencies arise.

9.3.2 International Data Spaces Association (IDSA)

The International Data Spaces Association (IDSA) brings together global members from
both industry and research. Its mission is to develop and promote the concept of data
spaces, covering the full spectrum from legal frameworks and business models to tech-
nology foundations.

IDSA provides a unique forum for aligning perspectives across its community. By col-
lecting and structuring requirements, the association ensures that the needs of diverse
stakeholders are represented in discussions about data space architecture. The value of
this end-to-end perspective lies in its ability to integrate legal, organisational, and tech-
nical considerations into a coherent vision. At the technical level, IDSA emphasizes the
importance of a common core for specification and standardisation. This core is designed
to foster interoperability between data space solutions at the protocol level. To achieve
this, IDSA aggregates member requirements and channels them into international speci-
fication projects (e.g., within the Eclipse Foundation) and formal standardisation activities
(such as ISO/IEC JTC 1/5C 38 or CEN/CENELEC Joint Technical Committee (JTC) 25).

In short, IDSA serves as the bridge between conceptual discussions, community require-
ments, and downstream technical specifications.

9.3.3 ISO/IEC 20151: A Common Foundation

One of the major cornerstones in formal standardisation of data spaces is ISO/IEC 20151,
Information Technology - Cloud Computing and Distributed Platforms - Dataspace
Concepts and Characteristics. This standard provides a clear and authoritative definition
of Data Space concepts, distinguishing them from related ideas such as data warehouses,
data lakes, data fabrics, or data meshes. By describing the essential characteristics and
requirements of a data space, ISO/IEC 20151 reduces ambiguity and helps ensure consis-
tency in design and implementation. The standard is not only conceptual; it also provides
the baseline for interoperability. By establishing common ground, it enables both intra-
data space (within a single ecosystem) and inter-data space (across ecosystems) technical
compatibility. In doing so, it creates the foundation on which further specifications and
open-source implementations can build.
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9.3.4 Dataspace Protocol (DSP) and Decentralized Claims Protocol (DCP)

The Dataspace Protocol (DSP) and Decentralized Claims Protocol (DCP) are two key speci-
fication projects that operationalise the concepts defined by IDSA and ISO/IEC 20151.

+ DSP focuses on the communication mechanisms required for trusted data sharing
between participants in a data space.

« DCP addresses decentralized identity and claims management, which are central to
ensuring trustworthiness and accountability.

Both protocols are developed under the governance of the Eclipse Foundation, ensuring
transparent processes and adherence to rigorous intellectual property rules. While they
are rooted in the requirements articulated by IDSA, their development is open to a broad
community beyond the association. This open governance model fosters collaboration
and ensures that the specifications can evolve in line with real-world needs.

9.3.5 Eclipse Dataspace Working Group (EDWG)

To coordinate and endorse data space-related efforts, the Eclipse Foundation has estab-
lished the Eclipse Dataspace Working Group (EDWG). The EDWG serves several purposes:

+ It associates and endorses specification projects like DSP and DCP.

« It provides a governance structure through its committees, which decide on project
alignment and associations.

« It supports submissions towards ISO Publicly Available Specifications (PAS), ensuring
that community-driven specifications can support international standards, speeding
up standardisation in response to urgent market needs.

By bringing specifications and open source implementations under one umbrella, the
EDWG provides coherence and continuity. It is a key mechanism that, through the par-
ticipation of its members, it ensures data space technologies remain consistent, interop-
erable, and aligned with global standards.

9.3.6 Eclipse Dataspace Components (EDC)

Specifications alone are not enough; they must be validated through implementation. This
is where the Eclipse Dataspace Components (EDC) project plays a vital role. EDC is a ref-
erence implementation of both DSP and DCP. It provides a framework for developers to
build data space components with a common core and extensibility mechanism. This de-
sign allows rapid integration with existing technologies, such as storage systems, vault
services, event processing platforms, or policy engines. Compliance is a central focus of
EDC. Each release version of the framework, together with a defined set of core extensions,
is tested against a Technical Compatibility Kit (TCK). Successful test results are published
openly, ensuring transparency and building trust in the framework’s conformity to the
specifications.

For solution providers, EDC offers two key benefits:

* Aready-to-use building blocks, forming an extensible foundation for data space com-
ponents.

+ Confidence that their solutions can achieve compliance with DSP and DCP with min-
imal integration cost.
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9.3.7 Technical Compatibility Kit (TCK)

The Technical Compatibility Kit (TCK) is the backbone of compliance verification. It is a
test harness and collection of tools designed to automate the validation of data space
implementations against DSP and DCP. By leveraging shared core libraries, the TCK pro-
vides comprehensive tests that cover protocol compliance and interoperability scenarios.
Solution providers can run their implementations against the TCK to obtain evidence of
compliance. Passing results serve as an objective and transparent proof that a solution
adheres to the agreed specifications.

The availability of the TCK ensures that the ecosystem does not fragment into incompat-
ible variants. Instead, it promotes trust and interoperability, which are prerequisites for
scaling Data Space adoption across industries and borders.

9.4 The Data Space Landscape
9.4.1 Data Space Connector Report

The Data Space Connector Reportis a key regular publication from IDSA offering a compre-
hensive overview of Data Space Connectors and their role in interoperable data spaces.

In particular, the Data Space Connector Report:

+ highlights the importance of Data Space Connectors, explaining what they are and
why they are a key element in data spaces.

* it provides a summary of all the key requirements to make Data Space Connectors
interoperable (e.g. relying on standards, having clear specifications, enabling seman-
tic interoperability via the Data Catalog Vocabulary (DCAT) and specific vocabularies,
etc.) based on the Dataspace Protocol.

* it gives visibility to existing connector implementations, provides details about them
and follows their evolution over time.

* it is the reference point for learning and fostering interoperability in data sharing
ecosystems.

9.4.2 Data Spaces Radar

The Data Spaces Radar serves as the central repository for all data space endeavors. Itis
an accessible tool designed to provide a comprehensive view of various data space initia-
tives worldwide. Offering insights into the 18 different sectors, global expansion, technical
transparency and new stages of development of the data spaces featured in the radar.

9.5 How to contribute

The IDSA Rulebook is published under the CC-BY license. If you wish to contribute, please,
take a look at our Contribution Guidelines and also take our Code of Conduct into account.
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Guiding Principles

Guiding principles

The IDSA Rulebook is based on a set of fundamental principles and underlying values,
described in detail in the Manifesto of international data spaces. Key aspects are the au-
tonomy and agency of participants in dataspaces and their governance, as well as the
responsibilities of participants in a data space.

Additionally several core principles apply to the guidance presented in the IDSA Rulebook:

No reinventing the wheel: proven processes & technologies are used wherever
possible.

Integrate existing systems: integrating data spaces into existing systems is neces-
sary to create end-to-end use cases and well functioning data ecosystems.

Use existing standards: align data space guidance with international standards and
specifications, re-use technical standards, and established processes wherever pos-
sible.

Industry and domain independent: data spaces are applicable as a foundational
concept and form a horizontal standard component for data ecosystems.

Easy to use: reduce friction of implementing data spaces with a focus on portability
and replicability.

IDSA applies four key governance principles:

Accountability: Parties must be answerable for their actions and commitments, pro-
vide verifiable evidence of compliance, and maintain clear governance contact points
for remediation and escalation.

Transparency: Governance processes, policies, and operational procedures should
be documented, discoverable, and auditable to enable informed participation and
public scrutiny where appropriate.

Fairness: Rules and operational processes must avoid undue advantage, ensure eq-
uitable treatment of participants, and provide impartial dispute resolution mecha-
nisms.

Responsibility: Participants and governance bodies are accountable for implement-
ing policies, enforcing obligations, and providing timely remediation where viola-
tions occur.

As a result, IDSA offers free use of IDS specifications and related open resources for all,
open governance processes in which everyone can participate, and transparent decision
making - preferably by consensus.
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What Is a Dataspace

What is a Data Space?

The ISO/IEC 20151 Standard “Information technology — Cloud computing and distributed
platforms — Dataspace concepts and characteristics” defines Data Spaces as:

“environment enabling trusted data sharing between participating parties, based on an
agreed governance framework, along with an agreed set of policies, semantic models,
standardised protocols, processes, and facilitating services”

Let's try to unpack that and have a look at what all of that means:

environment - An environment is more than just the infrastructure on which a par-
ticipating party operates their software agent (typically a Dataspace Connector). It
includes technical and non-technical elements that are comming together to enable
the creation of trust which reduces risk when sharing data.

trusted data sharing - Higher trust between two parties sharing data reduces busi-
ness risk in the process of data. This can include many facetes: knowing the other
party, understanding how they manage data, getting guarantees on how the data
was created or how it will be used. Trusted data sharing enables two parties to share
data with confidence, understanding the risk of that sharing and managing it well.
participating parties - a data space consists of a community of participants which
are following a common set of rules and have provided a minimum set of assurance
about themselves to increase trustin them. Typically two participants of a data space
operate directly, peer-to-peer without intermediaries. However, there are scenarios
where intermediaries can be helpful to facilitate specific business use cases.

agreed governance framework - The Data Space Governance Framework is the de-
fined set of technical policies, business rules, and regulations that participants in a
data space have to adhere to. It is the core agreement between all parties, which de-
fines a data space. The Data Space Governance Authority is mandated to maintain
and enforce the Data Space Governance Framework. The functional requirements
section on Data Space Governance Authorities (DSGAs) explains the functions, re-
sponsibilities and interactions of such a framework in more detail.

agreed set of policies - Within a data space there are multiple layers of rules which
ensure the creation of trust between two participants. Those rules are expressed as
policies, specifically data space membership policies, access policies, contract poli-
cies and usage policies. More details on policies can be found in the functional re-
quirements section on Policies.

semantic models - Sharing common semantic models on (1) the data that is to be
shared and (2) the data that describes the data space itself (e.g. policies, participants,
processes) between the participating parties greatly enhances the interoperability
within the data space. Exchanging semantic models of the data shared further im-
proves its use and enables value generation. Semantic Models are explained as well
in great detail in their respective section of the IDSA Rulebook.

standardised protocols - The incredibly rapid growth and widespread adoption of
the WWW would not have been possible without common protocols, such as TCP/IP
and HTTP, which enable software from many different vendors, servers at many dif-
ferent providers and browsers on different phones and computers to seamlessly
work together. Data spaces are built on a similar set of foundational protocols that
enable technical communication between participants, namely the Dataspace Proto-
col (DSP) and the Decentralized Claims Protocol (DCP).

processes - Different communities will have different processes for onboarding and
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managing their community members. Having those processes clearly defined, gov-
erned and well managed enables smooth collaboration between participating par-
ties.

« facilitating services - Many data spaces will cooperate with external service
providers to support their operations and make data sharing easier and more
secure. These services may include onboarding, auditing, marketplaces, and others.
The IDSA Rulebook outlines key service categories and governance principles but
does not provide an exhaustive list. As data spaces evolve, new business models,
new governance models and services will naturally emerge.

13.1 Autonomy and Agency

The most important aspect of data spaces is the autonomy and agency of a participant,
commonly referred to as “digital sovereignty”. Autonomy refers to the ability to decide
whether to share specific data, with whom, and under which conditions. Agency refers to
the ability to execute those data sharing decisions in practice. This is only fully possible if
the participant controls all technical elements required to participate in a data space. Any
external service that is mandatory (that is, required by the DSGA or by law/regulation) in
the negotiation of a data sharing agreement or in the execution of such an agreement —
for example, where a central or federated catalog is the only means to discover data or
a marketplace is the only service that enables contract negotiation — reduces autonomy
and agency.

However, full autonomy and agency come at a price. The participating party needs to
have the ability and technical means to control all technical, business and legal elements
of participating in the data space and negotiating contracts. For many participants this will
be too expensive or too cumbersome in relation to the value of the data shared. In those
cases data intermediaries can be used which will perform data space access functions and
perform the sharing or use of data. As each function that is provided by a service provider
impairs the participants digital sovereignty it needs to be carefully weighted which func-
tions can and should be handed over to a service provider.

Especially for smaller organisations participating in data spaces that primarily serve regu-
latory purposes, it may be preferable not to connect directly, but instead to use an aggre-
gator or portal provider that shares data with the data space on their behalf.

The IDSA Rulebook will explain the functionality, mechanics and processes of a data space
from the perspective of a fully autonomous participant with full agency. Where applicable
additional explanation will be provided how intermediaries, aggregators and other service
providers can be leveraged to trade digital sovereignty for ease of access and operation.

13.2 Communities

Data spaces are data ecosystems built on the concept of communities of trusted
participants. There are many potential perspectives of what a community of par-
ticipants can be. They can be based on a jurisdictional community (e.g. all par-
ticipants are from the same country), industry group (e.g. all participants are en-
ergy providers, or health care providers), based on a common customers (e.g. a
data space for all suppliers of a multi-national company), or any private commu-
nity, for example founded to join forces on one very specific business use case.
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Data spaces can overlap or be aligned hierarchically. As an example, the community of all
European Healthcare Organisations is organised in the European Healthcare Data Space
(EHDS), which can be segmented into smaller healthcare data spaces by country, while
at the same time being segmented into separate data spaces by industry (e.g. pharma,
hospitals, medical device manufacturers) and again be also segmented by a specific use
case (e.g. cancer research, disease tracking).

No matter which community an organisation wants to participate in, it needs to have the
technical means for participation. This includes, for example, operating a data space con-
nector that supports the required foundational protocols and having knowledge of the
relevant semantic models. In addition, the organisation needs to possess the appropriate
credentials that prove its membership in the respective community.

Some communities will require significant effort to join (e.g. becoming part of a not-for-
profit association, signing legal documents). Others may offer a more lightweight, low-
friction onboarding process, for example when sharing open data for scientific research.

13.2.1 International Cross-Border Data Sharing

Special attention is necessary when the community consists of organisations operating
under different jurisdictions as this might create legal conflicts in the policies required to
share data. While some might be relatively easy to resolve (e.g. data sharing within the
member states of the European Union), others will require more investments to resolve
conflicts and clarify ambiguous rules (e.g. sharing data between a Chinese and a German
company as part of a supply chain data space).

The IDSA Rulebook can't provide detailed guidance for every potential permutation of ju-
risdictional communities or industry groups. However, it will provide the tools necessary
to understand how to think about the issues involved in designing the rule sets for differ-
ent communities and how that impacts certain design and operational aspects of a data
space.

Data spaces technology is agnostic to the custom rules of the communities. It always oper-
ates the same way by following the specifications for the two core protocols DSP and DCP.
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Any customisation to the needs of specific communities starts with the semantic models,
which are highly flexible and can accommodate any community need.

13.3 Technology

Every organisation participating in a data space is represented by a software agent which
acts on behalf of the organisation in the data space. These software agent implementa-
tions are commonly referred to as Dataspace Connectors. The most basic Dataspace Con-
nector offers API endpoints for data discovery, data sharing contract negotiation, data
sharing orchestration and for the management of decentralized attribute-based claims
about the organisation. This functionality is fully specified in the Dataspace Protocol (DSP)
and the Decentralized Claims Protocol (DCP).

Based on those two protocols any variety of software agents can be built. Standalone, sin-
gle server deployments, Connectors-as-a-Service at a cloud provider, software agents as
a feature of a large enterprise software, AI Agents with Dataspace capabilities, and many
more. The conceptis open to future innovation and interoperability is guaranteed through
the protocol specifications which embody the durable core concept of data spaces.

13.4 Business Models

Data spaces are agnostic to the business model(s) of the data ecosystem being enabled by
them. Itis possible to build data spaces that contain only free, open or altruistic data, oth-
ers that are designed to share regulatory mandated data or others that are build around
the idea of creating a marketplace for data. Any business model can be built on data
spaces and with data space technology. Even platforms and aggregators can use data
space technology to implement the need for a decentralized mechanism to negotiate re-
source sharing contracts.

Data spaces can also support more than one business model at a given time. e.g. same
data that needs to be shared for free within the supply chain due to legal regulation can
also be offered in a data marketplace to other companies at a price.

Data spaces are designed to foster future innovation in business models, data use, value
creation and monetization.

The Internet and the World Wide Web have enabled new business models and monetisa-
tion strategies, creating significant value for the global economy and for individual users.
Similarly, data spaces enable trusted data sharing, unlocking new insights, business mod-
els, opportunities, and value for all participants.
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14 Layers

15 Understanding Participants, Roles and Layers in Data
Spaces

Data spaces are multi-layered data ecosystems that rely on the seamless integration of
technical protocols & components, business processes, and legal frameworks. One of the
foundational challenges in governing data spaces lies in the consistent definition and use
of key concepts such as “roles,” “policies,” and “contracts.” These terms often carry dif-
ferent meanings in different layers and across domains. This chapter establishes a clear
separation between technical and non-technical interpretations of such concepts to sup-
port the development of interoperable data spaces.

15.1 Layers of a Data Space

Data spaces can be structured into three primary layers, each serving distinct functions:

15.1.1 Technical Layer

Encompasses the architecture and protocols (e.g., Dataspace Protocol (DSP), Decentral-
ized Claims Protocol (DCP)) that facilitate trusted and interoperable data sharing. Soft-
ware agents, representing the participants of the data space, form a decentralized mesh
of autonomous nodes.

15.1.2 Economic Layer

Manages the services, interactions, and workflows that enable value generation. Alterna-
tive terms for this layer are also Business or Operational Layer.

15.1.3 Legislative Layer

Enforces rights, obligations, and regulatory compliance across participants. Alternative
term for this layer is Requlatory Layer.

While at the technical layer all participants are equal the layers building on top can lead
to segmentation into individual communities as described in the chapter What is a Data
Space - Communities

These layers interact but must be conceptually separated to ensure clarity and reduce
ambiguity in roles and responsibilities.

15.2 Clarifying the Concept of Roles
The term “role” is context-dependent and must be clearly scoped:
+ At the technical level, there is only one fundamental role: participant.

A participant acts as a data provider, a data consumer, or both within the Dataspace
Protocol.

Note: In this Rulebook, “participant” denotes the technical role representing a le-
gal organisation that operates software agents on behalf of that organisation. When
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Figure 8: Layers of Data Spaces

the document discusses business or legal roles (e.g., provider, consumer, DSGA func-
tions), those usages are explicitly qualified and belong to higher layers (economic or
regulatory). This includes roles such as data intermediary, marketplace operator,
auditor, or service provider, but also explicitly the data provider and data con-
sumer role in the context of the business transcation.

These business roles do not exist at the technical layer but are mapped onto the core
participant role based on the actions performed and services offered.

Maintaining this distinction ensures that governance models remain technically sound
while accommodating diverse business scenarios.

15.3 Clarifying Policies and Contracts Across Layers

The terms “policy” and “contract” are also layer-dependent and should be interpreted
explicitly in context:

+ At the technical layer, policies and contracts are represented as machine-readable
constraints and negotiated agreement artefacts used by software agents.

+ At the economic and legislative layers, policies and contracts express legal and
business intent, obligations, liabilities, and governance commitments between or-
ganisations.

The Rulebook therefore distinguishes between technical representations and le-
gal/business meaning to avoid ambiguity and to support interoperability across im-
plementations.

15.4 Distinguishing Data Spaces from Trusted Data Transactions

A clear differentiation must be made between Data Spaces and Trusted Data Transac-
tions (TDTs):

« Data Spaces are decentralized environments that enable participants to share data
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while ensuring their autonomy and agency. See the chapter What is a Data Space
for details.

+ Trusted Data Transactions, as under current standardisation in the European Com-
mission’s Standardisation Request on a Trusted Data Framework in CEN/CENELEC JTC
25, can also be associated with the EU Data Governance Act. They can also be related
to data intermediaries and service orchestration. Such models prioritise regulatory
alignment and controlled environments.

While TDTs may operate within data spaces, they are conceptually distinct. Equating them
risks narrowing the scope of data space implementations and excluding more decentral-
ized or peer-to-peer configurations. Data spaces designed, built and operated according
to the IDSA Rulebook enable the implementation of TDTs but don't mandate it. Also the im-
plementation of a TDT is not dependent on the use of a data space. Both are independent
concepts that can be used at the same time.

15.5 Participation and Representation

Participants in a data space are defined by their ability to automate the negotiation and ex-
ecution of data sharing agreements via technical protocols. This has several implications:

+ Organisations, not individuals, are considered technical participants. These organi-
sations are represented by software agents capable of executing standardised data
space protocols.

Note: For technical participation, “organisation” includes incorporated entities, not-for-
profit bodies, public sector organisations, and registered sole traders or self-employed
individuals acting as legal entities. Individuals may participate only when acting as a le-
gal entity and if they are able to operate all required software agents directly or via an
organisation that represents them (for example, a service provider).

* Natural persons shall interact with data spaces only indirectly through applications
or services operated by organisations, and their participation shall be limited to the
Economic and Legislative Layer. The services may include e.g. personal data interme-
diation (including consent management) or data wallet provision. Software agents
may act on behalf of a natural person, but shall not impersonate or assume the iden-
tity of that person in the technical layer.

+ As data spaces are fully decentralized and participants are responsible for their own
decentralized identity (DID), there are no identity providers in a data space. Par-
ticipants provide proof of their identity to others through the use of claims (e.g. ex-
pressed through verifiable credentials) and not through a common identity provider.
Access to resources is managed through authentication tokens issued directly by the
participants sharing those resources.

15.6 External Actors

Entities that provide static resources (such as ontologies, schemas, or public credentials)
may support the data space but are not considered participants unless they actively en-
gage via governed interfaces implementing the standardised data space protocols. For
example:

« Aweb service that hosts a data sharing ontology is not a participant but serves as an
external reference.
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+ Adataspace trust framework provider usually acts as an external reference. However,
it may act as a participant if it delivers services subject to data space governance
policies provided through an implementation of standardised data space protocols.

+ Trust anchors, regulators and similar legal entities may influence data transactions
but do not participate directly unless they act through technical interfaces governed
by data space rules. Most commonly they provide external services which are refer-
enced in the data space (e.g. common data lookup services, registries).

This model guarantees the adherance to the governance model and thus supports trust
while preserving digital sovereignty of each participant and the integrity of technical in-
teractions. Flexibility is created through processes in the economic layer which supports
extensive customisation. The DSGA must not mandate central or federated services that
restrict participant autonomy or agency without explicit justification; any such choice must
be documented and accompanied by mitigation measures to preserve participant control.

Participation requires governance commitment and technical integration.

15.7 Implications for the Rulebook

The Rulebook reflects these principles clearly:

« The only technical role is the participant, which may act as data provider, data con-
sumer, or both.

* Business roles are supplementary and must be defined within the economic or reg-
ulation layers.

+ Clarity: Visual representations and descriptions in the IDSA Rulebook must be clearly
labeled to indicate whether they depict technical, business, or legal perspectives.

Such clarity supports interoperability, ensures accurate alignment with regulatory frame-
works, and promotes broad adoption across sectors.

15.8 Conclusion

Effective data space governance depends on the precise use of terminology and clear
separation of concerns across layers. Establishing the participant as the core technical
role, while accommodating richer business and regulatory interactions above it, ensures a
scalable and interoperable foundation. This layered perspective will guide the elaboration
of rules, responsibilities, and interactions in subsequent chapters of the Rulebook.
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16 Roles

17 Roles

17.1 Technical Role - Participant

As established in the chapter on Layers the only technical role is the Participant. In this
Rulebook, a Participant denotes the technical role that represents a legal organisation
(not a natural person) and is capable of operating the required software agents; where an
individual acts, they do so as a legal entity or via an organisation that represents them.
However, there are many different roles possible in the economic and legislative layers of
a data space. This chapter explains the most important ones.

17.2 Data Space Governance Authority

The Data Space Governance Authority (DSGA) is a special, functional role within a data
space. It can be understood as the “legislative” of the data space by having the functional
responsibility to define the rules and processes of the data space.

It serves a logical purpose within the Data Space Governance Framework but has no sin-
gle definition of how it is implemented. To fully explain the role of the DSGA and not to
distract from the Participant roles it is described in detail in its own chapter: Data Space
Governance Authority(DSGA)

17.3 Common Business Roles

Business roles in this Rulebook describe functions, and no status. The model definition of
roles should provide clarity about tasks and capabilities and support the understanding of
architectures and processes. Roles may not always exist in their pure form - mixed forms
are often experienced by participants in data spaces - and new or more specific roles will
emerge over time. In this section we define the mostimportantand common roles without
claiming to be exhaustive. In practice, it has proven useful to firstimplement the essential
roles that are necessary for the data space to function. Three roles should be established
first: data provider, data consumer, and intermediary services.

17.3.1 Data consumer

Data consumers are the recepients of a data sharing activity. In the IDSA Rulebook the
data consumer is the party acting as the consumer of a data sharing contract.

The closely related term “data user” describes a natural or legal person who has lawful
access to certain personal or non-personal data, and has the right to use that data for
commercial or non-commercial purposes.

The data user and data consumer can be separate organisations but often will be two
perspectives on the roles of the same participant, depending on the context.
17.3.2 Data provider

Data providers are the organisations that make data technically available for a data shar-
ing activity. In the IDSA Rulebook the data provider is the party acting as the provider of
a data sharing contract.
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The closely related term “data holder” describes a natural or legal person, who is not a data
subject with respect to the specific data in question, who has the right to grant access to
or to share certain data in accordance with applicable law.

The data holder and data provider can be separate organisations (e.g. in cases where in-
termediares are being introduced) but often will be two perspectives on the roles of the
same participant, depending on context.

Role mapping guidance:

- Data Holder: the legal owner or rights holder of the data (responsible for legal com-
pliance and consent decisions).

- Data Provider: the entity that makes the data technically available (responsible for
data access, availability, and technical controls).

* When roles differ: Contracts must explicitly allocate responsibilities (consent, lia-
bility, enforcement, and notification) and the DSGA may require that member self-
descriptions include role assignments to make responsibilities discoverable.

17.3.3 Service Provider (intermediary, value-adding services)

In a data space optional service providers can offer optional capabilities to enable data
sharing or to provide business services. Fundamentally, all such service providers are con-
sidered to be a participant in a data space and therefore bound to the agreed policies and
rules of a given data space. Their implementation must be representable as a participant
at the technical level.

Intermediaries are services that are acting on behalf of participants in the data space.
This can be a range of activities within the data space: negotiating a data sharing con-
tract on behalf of a participant, implementing technical infrastructure on behalf of the
participant and making decisions on behalf of a participant, thus impacting their digital
sovereignty.

Such intermediaries may be regulated by local governments like the EU Data Governance
Act in the European Union, which defines a specific “Data Intermediary” role. A detailed
analysis can be found in the paper Reflections on the DGA and Data Intermediaries.

Intermediary usage guidance:

« Optional: Intermediaries may be used voluntarily by participants to simplify opera-
tions or reduce cost. When optional, their use is a matter of participant choice and
does not reduce the baseline autonomy provided by the data space.

* Mandatory (Regulatory): If law or regulation requires an intermediary role, the
DSGA must explicitly document this requirement and provide safeguards (e.g., audit
rights, transparent processes, alternative providers where feasible) to limit negative
impacts on participant autonomy.

« Impact mitigation: Where intermediaries are required or offer substantial control
over interactions, the DSGA should require explicit documentation of the scope of
delegated authority, revocation mechanisms, and participant redress processes.

Value-added service providers act as participants in the data space and therefore con-
form to the data space governance framework. Such services support value creation with
a broad set of discovery, processing, and governance capabilities. Common examples and
their expected functions include:

+ Data Discovery Services (catalogs, search engines, registries): Provide standard-
ised metadata, search interfaces, and registry functions that allow participants to
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locate datasets and service offerings. These services should provide interoperable
metadata schemas, and support attribute-based-access-control visibility rules.

* Lookup Services (vocabularies, shared information): Maintain authoritative se-
mantic resources such as controlled vocabularies, ontologies, and code lists that en-
sure consistent interpretation of attributes and data elements across participants.
Lookup services should be versioned, discoverable, and accompanied by governance
information describing scope and maintenance procedures.

+ Observability Services (audit, notary): Offer verifiable logging, attestation, and
auditing capabilities that help detect misuse, support dispute resolution, and pro-
vide forensic evidence. Observability services must balance provenance and trans-
parency with privacy and minimisation principles.

« Commercial Services (marketplaces, auctions, match-making): Facilitate com-
mercial discovery, negotiation, and transaction orchestration for data products and
value-added services while operating within the governance and policy constraints
of the data space. These services must not introduce mandatory central controls
unless such centralization is explicitly justified and documented by the DSGA.

17.3.3.1 Potential roles from legal defintions Roles might also be described by legal
regulation. An example of such regulation that defines roles in data sharing are the Euro-
pean Union regulations, like GDPR or DGA:

+ Data Rights Holders are natural or legal persons, holding rights on the data.

+ Data Recipients are legal or natural persons that act as data consumers and data
users.

+ Data Users are natural or legal persons, which use the data under the given policies
and regulations.

+ Data Subjects are defined in GDPR.

+ Data Intermediation services or Data Intermediaries are subject of the Data Gover-
nance Act. (see Reflections on the DGA and Data Intermediaries)

17.4 Summary

In line with the description of the role models and the layered approach, the diagram
below presents an overview on roles in data spaces and their affilation to the layers.

This diagram is a foundation to depict the typical use cases of the roles in relation to data
spaces.
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18 DSGA

19 Dataspace Governance Authority

19.1 Definition

A Dataspace Governance Authority (DSGA) is a functional role representing the collec-
tive governance function of a data space. It is responsible for providing the basic gov-
ernance framework, defining which Dataspace Trust Frameworks (DTFs) are used for the
data space, and where needed defining explicit business processes, policies, and semantic
models to be used by participants in the dataspace.

The DSGA ensures interoperability through minimal shared semantics.

The DSGA is not by itself a runtime-enforcement entity. Normatively, it is expressed by the
set of DTFs used within the dataspace together with any additional provisions, definitions,
and processes specific to the individual data space.

While the DSGA is a logical role defining a governance model, this governance model
needs to be enforced. There are multiple options how this can be achieved.

19.2 Core Principle - Decentralization

A DSGA should not prescribe mandatory central services or federations without providing
clear justification and documented mitigation measures. The DSGA applies to all partici-
pants and defers responsibility for implementing the governance model and its enforce-
ment authority across participants, using consensus-based reconciliation to resolve con-
flicts.

Important: An Operator of a value-added data space service is NOT a DSGA. They can
operate a service that supports the implementation of the governance model provided by
the DSGA.

A DSGA is a formal specification of the governance model and rules of a data space; it de-
scribes policies, trust frameworks, and operational processes. While the DSGA itself is not
a deployed runtime service, it must be instantiated (operationalised) through one or more
implementation patterns — for example participant-enforced controls, service-provider
implementations, or an operations company — and the chosen instantiation must be doc-
umented, transparent, and explain how enforcement is achieved.

19.3 Implementation of the DSGA

In this context, an external Oracle is a participant-operated or independent service that
provides verifiable, authoritative statements needed by participants to evaluate policies
or claims (for example status, compliance, or reference data).

+ By the Participants: each participant has full knowledge of the DSGA and can en-
force the rules of the DSGA in interactions with other participants. Value-Added Ser-
vices or external Oracles might provide additional information needed to implement
the governance model defined by the DSGA.

+ Service Providers: multiple service providers operate value added data space ser-
vices or external Oracles that enable the enforcment of the governance model pro-
vided by the DSGA. The participants of the data space are responsible to choose
which services providers to use and are free to reject interactions with participants
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where a common set of accepted service providers cannot be identified. An example
of such a service can be the issuance of a data space participant credential.

« Operations Company: in a centrally governed data space the DSGA functions can
be implemented by a single operations company which provides mandatory gover-
nance enforcement services. This creates centralized control and single points of
failure and therefore impacts participant autonomy and agency.

The list above is illustrative, not exhaustive. Which implementation model is appropriate
depends on the legal, business, and operational context of the specific data space.

19.4 Additional considerations for DSGA design

+ Minimal Semantics: Interoperability is achieved through shared core concepts (e.g.,
participant identity attributes, data space operations), not comprehensive ontolo-
gies (e.g. semantic models of the data being shared in the data space) to reduce
complexity.

+ Socio-Technical Coupling: Governance rules need to integrate technical feasibility
with legal participant agreements. Ambiguities in policy interpretation are resolved
through defined rules in the DSGA or its referenced DTFs. DSGA can provide proce-
dures and escalation paths, assuming reasonable consensus thresholds to resolve
conflicts in the data space.
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20 Decentralization

21 Decentralization Principles for Data Spaces

21.1 The benefit of decentralized data spaces

In an era defined by rapid digital transformation and complex data ecosystems, the archi-
tecture of data spaces must empower participants with maximum autonomy and agency
to support their digital sovereignty. IDSA recommends decentralized data space archi-
tectures as the recommended approach because they best preserve participant control,
equal treatment, and robust interoperability. Alternative architectures may be used where
operational or regulatory constraints justify them, but any departure from decentraliza-
tion must be documented and the impact on participant autonomy mitigated by the DSGA.

The core principles and practical advantages of decentralization in data spaces are well
aligned with the ISO 20151 - “data space concepts and characteristics” standard.

21.2 Maximising Participant Autonomy and Agency (Sovereignty)

At the heart of decentralized data space architecture is the principle of participant auton-
omy and agency. Each organisation or entity operates independently, and is fully capa-
ble of deciding when to share which data assets with whom, under what circumstances
and which rules apply to the usage of the shared data. Participants are managing their
own credentials describing their identity, without reliance on an external party controlling
the their identity through a singular identity provider. They manage their interactions
without centralized authorities or services. Where external or centralized components
are required (for regulatory, operational, or other justified reasons), the DSGA must doc-
ument the rationale and specify mitigation measures to preserve participant autonomy
and choice. This approach protects digital sovereignty, allowing participants to decide
how, when, and with whom their data is shared — critical for compliance, privacy, and
strategic control.

21.3 Protocols for Interoperability: Leveraging DSP and DCP

Interoperability is essential for data spaces to function as collaborative, decentralized
meshes of participants. With software agent (e.g. connectors) implementations leverag-
ing Data Space Protocol (DSP) and Decentralized Claims Protocol (DCP) to facilitate seam-
less, standardised interactions between participants.

Technical interoperability between individual participants can be guaranteed irrespective
of the data space which is operating as a governance and business context on top of
the mesh of participants. These protocols enable software agents (e.g. connectors) to
exchange data and services without vendor lock-in, ensuring that integrations remain flex-
ible, secure, and future-proof.

Let's revisit the mental model of layers of a data space. At the technical layer a data space
consists of a decentralized mesh of individual nodes, which are acting with full autonomy
and agency. Only in the higher layers of business and legislation processes the segmen-
tation into separated trust contexts are manifesting. Such trust contexts can be “strong
borders”, representing boundaries between data spaces in different nations, but also can
be “weaker borders”, representing a segmentation into individual use cases within a data
space. No matter where the segmentation takes place, all use cases are unified by the
common, interoperable technology, founded on a solid base of the DSP and DCP.
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Figure 10: Layers of a data space

21.4 Roles in the data space: Governance Authority and Participant

As described in the chapter on Roles Decentralized data space architectures define only
two essential roles: the Data space Governance Authority (DSGA) and the Participant.
The DSGA establishes rules and specifies which Dataspace Trust Frameworks (DTFs) will
be used, who operates the accepted Onboarding Services and which mandatory business
processes exist, while participants actively engage in the data space to negotiate data shar-
ing contracts and execute existing agreements. Notably, service provider organisations
can host governance and onboarding services, providing the necessary legal and business
frameworks for onboarding and compliance.

Any business role within the data space, e.g. Provider, Consumer, Auditor, Marketplace,
and many others can be built as a specialisation of the technical role of the participant.

Thereis no need for custom technical architectures or specialised protocols to satisfy those
business roles and their requirements. No additional architectural components (e.g. cen-
tral or federated catalogs, identity providers, etc...) are needed to create an operational
data space. On the contrary, adding such special architectural components reintroduces
centralization and fragility to the data spaces and becomes a single point of control and po-
tential failure, very often resulting in performance bottlenecks or preferred attack points
during cybersecurity events.

21.5 Trust Frameworks and Credential Management

Trust within the data space is governed by at least one Dataspace Trust Framework (DTF).
DTFs contain the rules that are fundamental to trust creation within the data space. An
empty DTF/no DTF also qualifies as a DTF as no rules can be interpreted as data being
shared with anyone without conditions (e.g.: Open Data).

DTFs can be built hierachically by partial DTFs, external DTFs, DTF building blocks, etc. It
is the responsibility of the DSGA and/or the participant to resolve any potential conflicts
between the applied DTFs and to ensure a final, unambiguous set of rules. If a data asset
is offered under two different rule sets, it shall be treated as two separate contract offers.
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Instead of maintaining membership lists, the architecture relies on onboarding creden-
tials — requested/issued and managed by participants themselves, checked and validated
by onboarding services and signed by signatory services, the credential issuance service of
the DTFs. This model ensures that each participant is responsible for their own credential
lifecycle, promoting autonomy and reducing administrative overhead.

The model also assumes that the membership criteria set by the DSGA can be expressed
as verifiable credentials, and that the dynamic nature of both membership criteria and
credentials is taken into account.

Credential verification is handled on-demand, reinforcing the decentralized nature of the
data space and minimising the risk of single points of failure or control.

21.6 Advanced Business Functions: Mapping to Participant Roles

Advanced business cases such as participant matching, observer roles, and data market-
places can be easily mapped to the participant role. For example:

+ Marketplace/Matching Participants: Multiple participants can provide a service
that allows the discovery of and connection with other participants using catalogs
and vocabularies, without central mediation. Each participant that wants to partici-
pate in a marketplace or a matching service shares their metadata through a data
sharing contract with the Marketplace/Matching Service Provider Participant, who
then in return will offer a data sharing contract with the potential matches. All within
the rules of the data space, ensuring that autonomy and agency is preserved. Hav-
ing multiple, independent such Service Providers will greatly enhance the freedom
of choice and resiliency of the data ecosystem.

+ Observers: Entities wishing to observe or audit interactions within the data space
can do so by joining as participants with observer-specific credentials. Participants
that are negotiating a contract that requires auditing can then both negotiate a data
sharing agreement with the Observer participant to share their individual log files
of the transaction. The Observer will provide the service of auditing and reconciling
those log files and in return issue a data sharing agreement with the two participants
where the results of the audit will be shared. Again, all perfectly within the rules and
processes of the data space, fully preserving participant autonomy and agency.

- Data Escrow Service Providers: Data escrow operations are managed by partici-
pants acting as service providers, who are offering a trusted data escrow environ-
ment - a confidential compute environment where two or more participants can
share their data and have computation being performed on the data without any
of those participants ever having access to all data at once. The Data Escrow Service
Provider participant guarantees the operation of the environment, and the distribu-
tion of results. With special encryption methods it can also be guaranteed that the
Data Escrow Service Provider never gets to see the actual data. This is enabling joint
analysis of data while ensuring the highest level of data privacy. E.g., in medical
research scenarios or financial services.

When designing the data space business functions it is important to pay attention that the
introduction of mandatory value-added services might introduce unwanted centralization
or federation thus leading to undesirable concentration of control and accidental single
point of failures/attack that can negatively affect the participants in the data space. It
is highly recommended to enable an open market of competing value-added services to
ensure higher resiliency and avoid centralization of control.

43


123_Marketplaces.md
121_Observability.md
124_ProcessingServices.md

21.7 Global data space mesh

As decentralized architectures proliferate, a global mesh of data space agents (e.g. con-
nectors) is a long-term target state and is beginning to emerge incrementally. Each data
space maintains its own legal and trust boundaries, ensuring that governance and com-
pliance are localised and context-specific. At the same time, the underlying technologies
- agents, protocols, credential management systems - are reusable across multiple data
spaces, maximising efficiency and reducing duplication. This mesh enables organisations
to participate in multiple data spaces seamlessly, leveraging consistent standards and in-
teroperable technologies.

21.8 Use Case Segmentation

Segmentation within the data space is achieved via use case specific credentials which
might be issued by credential issuers that are providing specialised DTFs for a specific use
case. Forinstance, in the automotive supply chain, manufacturers, suppliers, and logistics
providers each hold credentials tailored to their role and use case. Use cases could be any-
thing from specific business processes, regulatory requirements to smaller communities
created by the supply chain of a specific company. This segmentation ensures that data
access, sharing, and collaboration are precisely controlled, supporting advanced business
models such as just-in-time delivery, quality assurance, and regulatory compliance.

21.9 Decentralization as the default

A fully decentralized data space architecture delivers unmatched benefits in participant
autonomy, digital sovereignty, and interoperability. By aligning with ISO 20151, leverag-
ing DSP and DCP protocols, and streamlining roles and credential management, organi-
sations can build robust, flexible, and future-ready data ecosystems. As the global mesh
expands and technology is reused across domains, the potential for innovation and collab-
oration grows exponentially. Segmentation via use case specific credentials ensures that
each participant operates within precise trust boundaries and as effectively as possible,
paving the way for the next generation of digital business.
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22 Trust

23 Trust in Data Spaces

23.1 Definition

Trust in a decentralized data space is a situational, time-bound, and purpose-specific as-
sessment of whether another participant can be relied upon to act within declared con-
straints for a specific interaction.

Trust is always created locally by each participant through its own evaluation of evidence,
claims, and policies.

Trust is:

* Not global: Trust determinations are specific to a single data sharing contract and
apply only to the parties that negotiate and execute that contract; they do not auto-
matically extend to other contracts or to different counter-parties.

* Not transitive: A trust relationship established between two participants (for exam-
ple, A trusts B) does not imply or create trust between either party and a third party
(for example, B and C); each relationship requires its own independent assessment.
Trust anchors can simplify evidence verification chains but do not create automatic
trust transfer between participants.

* Not reciprocal: A unilateral decision by participant A to trust participant B does not
compel B to trust A; mutual trust requires independent and explicit evaluations by
each party.

* Not permanent: Trust assessments are time- and context-bound; changes in ev-
idence, claims, policies, compliance status, or operational context may invalidate
prior assessments and should trigger re-evaluation according to documented rules.

* Not equivalent to identity, certification, or prior membership: Identity creden-
tials, certifications, and membership status can serve as evidence for trust but are
not alone sufficient to establish trust without additional contextual evidence, policy
alignment, and runtime verification.

23.2 Non-Assumptions

A conforming decentralized data space must not assume the following as sufficient or
universal substitutes for trust. Each item below explains why it is insufficient on its own:

* A central authority, broker, registry, or trust anchor: Centralized services may
provide useful evidence or convenience, but reliance on them creates a single point
of control and does not replace per-contract, evidence-based trust decisions.

* Pre-established federation membership: Membership in a federation (infrastruc-
ture, data space, business, etc...) may indicate a baseline of trustworthiness but does
not guarantee that a specific participant satisfies the policy or technical requirements
of any given contract or context.

+ Static certification or onboarding events as sufficient for trust: One-off certifica-
tions or onboarding checks are useful provenance, but they do not capture runtime
behaviour, compliance drift, or post-issuance changes and therefore cannot alone
assure ongoing trust.
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+ Homogeneous policy languages or enforcement stacks: Shared policy languages
may aid interoperability, yet different parties may implement or interpret policies dif-
ferently; trust frameworks must tolerate heterogeneity and reconcile policy seman-
tics.

* That trust can be inferred solely from cryptographic identity: Cryptographic
identity proves control of keys, not adherence to policies or intent; trust requires
additional attestations, claims, and evidentiary evaluation.

Any architecture that depends exclusively on the assumptions above is not representative
of a fully decentralized data space and is likely to fail to provide robust, context-aware
trust.

23.3 Separation of Concerns

Trust assessment must be confined to the control plane.

The transfer process defined by the Dataspace Protocol (DSP) involves two logical con-
structs: a control plane and a data plane. Their characteristics are explained in detail in
the Planes section.

The data plane is agnostic to trust logic and trust state. Trust decisions may influence if,
when, and how data plane interactions are initiated or continued.

23.4 Claims

Trust is derived by claim reconciliation at interaction time. Valid claim inputs include:

* Verifiable claims (representing evidence about identity, attributes, roles, attesta-
tions).

+ Declared policies and obligations.

*+ Observed runtime behaviour from prior interactions.

+ Third-party assertions with verifiable provenance (expressed as verifiable claims).

+ Contextual factors (purpose, jurisdiction, risk class, data category).

By default, and unless a DSGA/DTF explicitly specifies an alternative, the absence of an
input SHOULD be treated as negative (or unknown) for the purposes of trust evaluation;
DSGAs and DTFs must document the chosen default and any exceptions.

23.5 Trust establishment mechanisms

Trust establishment in data spaces relies on the exchange and verification of claims, dy-
namic policy negotiation, and evidence collection.

Trust formation is an explicit, local process.
Each participant:

+ Evaluates incoming claims and policies against its own constraints.
+ Determines acceptability for a specific action and scope.
+ Maintains its own trust state without global publication.

Trust formation must be repeatable and enable auditable by the evaluating participant.
The audit logs might have to be shared through data space observability

Trust outcomes must be explainable in terms of accepted and rejected claims.
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Trust mechanisms shall not require mandatory reliance on a single centralized or feder-
ated identity provider. The DSGA may define and accept multiple trust anchors (credential
issuers) as part of the Dataspace Trust Framework. Acceptance of a given anchor is a gov-
ernance decision and does not grant structural control over the data space to that issuer.
Policy and claims exchange uses interoperable, machine-readable protocols and formats.
Centralized-only identity architectures are not aligned with the autonomy and agency ob-
jectives of decentralized data spaces.

23.6 Trust is a Runtime Property

Trust exists only while its assumptions hold. Therefore:

Trust can be continuously re-evaluated for long-running interactions. Material changes in
claims, policies, context, or behaviour should trigger re-evaluation. Cached trust decisions
should have explicit validity bounds. A participant MAY reuse a cached trust assessment
for similar future interactions only if the scope, risk class, and validity period are explicit,
conservatively limited, and documented; cached assessments must be re-evaluated on
any material change to claims, policies, or context.

There is no concept of “once trusted, always trusted”. Participants should define verifi-
cation frequency according to the sensitivity of the data and the risk of the interaction
(for high-sensitivity assets require on-demand or per-execution revalidation; for lower-
sensitivity assets periodic revalidation may be acceptable). Revocation signals must be
handled promptly by participants; the DSGA or chosen DTFs should document expected
propagation and verification intervals for different risk classes.

23.7 Trust and Policy Interaction

Policies do not enforce trust; they express expectations. Trust emerges from:

« Comparing declared policies with verifiable claims.
+ Assessing whether obligations can realistically be met.
* Evaluating enforcement mechanisms offered by the counterparty.

Policy compliance must be treated as probabilistic unless directly observable. Trust deci-
sions should explicitly capture residual risk.

23.8 Revocation and Trust Withdrawal

Trust can be revoked at any time. Triggers for withdrawal include:

+ Claim revocation or expiry.

* Policy violations or non-compliance signals.

+ Context changes invalidating prior assumptions.
+ Inability to re-validate critical assertions.

23.8.1 Revocation

* Propagates to ongoing interactions.
« Can require termination, degradation, or isolation of data access.
« Doesn't depend on centralized revocation services.
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23.9 Failure Modes

Architectures implementing Trust should explicitly handle:

* False-positive trust due to over-reliance on credentials.

+ False-negative trust due to incomplete information.

« Asymmetric trust where only one side evaluates rigorously.
+ Stale trust decisions in long-lived processes.

« Strategic misrepresentation of policies or capabilities.

Ignoring these failure modes renders trust claims non-credible.

23.10 Interoperability Constraints

To remain interoperable:

* Trust mechanisms must rely on minimal shared and discoverable semantics.
+ Claim formats must be extensible and schematically loose.
* Trust logic must not assume shared policy languages, implementations or engines.

Interoperability emerges at the protocol boundary, not the trust model.

23.11 Governance Implications

Trust is inseparable from governance. Therefore:

+ Dataspace Trust Frameworks (DTFs) must define acceptable trust evidence cate-
gories.

+ Dispute resolution must acknowledge divergent trust assessments.

+ Cross-domain interactions must tolerate incompatible trust conclusions.

Consensus on outcomes is optional; consistency of process is mandatory.

23.12 Explicit Invariants

A decentralized dataspace conforming to this model therefore must uphold:

* Local autonomy of trust decisions.

* Explicit trust scope and duration.

+ Continuous re-evaluation and revocation.
« No mandatory central trust services.

+ No implicit trust via participation alone.

These invariants take precedence over compatibility with prior data space models.
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24 Dataspace Trust Frameworks

25 Dataspace Trust Frameworks

25.1 Definition

A Dataspace Trust Framework (DTF) consists of a set of policies and reconciliation mech-
anisms for claims, as well as business process definitions that enable data space partici-
pants to establish trust and maintain mutual assurance in data sharing interactions. Trust
is treated as a dynamic runtime property, derived from verifiable claims and policy align-
ments, rather than static certifications or centralized attestations.

Key terms:

« Claim: A machine-readable, cryptographically verifiable assertion issued by a
trusted authority about a participant or an asset (for example, an identity attribute,
certification, or dataset provenance). Claims serve as primary evidence in trust
evaluations and must include provenance and validity metadata.

* Policy: A formal expression of rules and constraints that govern data access, usage,
and sharing. Policies must be expressed in machine-readable languages and define
required attributes, permitted actions, obligations, and enforcement expectations.

+ Reconciliation: The deterministic or negotiated process that aligns policies and
claims between parties to determine whether a proposed interaction complies with
both parties’ constraints. Reconciliation may involve policy transformation, attribute
mapping, or escalation to manual review.

+ Autonomy & Agency (Sovereignty): The capability of a participant to control its
data, make independent policy choices, select preferred service providers, and uni-
laterally suspend or revoke access to shared assets according to its governance and
legal constraints.

* Failure mode: A class of scenarios that prevent trust from being established or
maintained—examples include irreconcilable policy conflicts, compromised or un-
verifiable claims, or material deviations from declared behaviour—which should be
handled by well-defined escalation and termination procedures.

25.1.1 Core Principles

DTFs operate on the assumption that dataspaces are fully decentralized socio-technical
systems, where technical protocols are coupled with governance mechanisms. Control
plane activities (e.g., policy negotiation, claim verification) are separated from data plane
operations (e.g., actual data transfer or access to a protected resource) to minimise cou-
pling and enhance scalability.

Interoperability is achieved through minimal shared semantics, such as a common vocab-
ulary for claims, rather than heavy global schemas. This allows for evolutionary changes
without breaking existing implementations and supports the implementation of domain
specific data spaces and DTFs.

25.1.2 Trust Establishment and Maintenance

Trustis established through iterative claim exchange and policy reconciliation as described
in the Trust section. Summarisable by those important points:
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1. Claim Issuance and Verification: Participants issue claims about themselves or
their data. Verification occurs via cryptographic proofs (e.g., digital signatures) or
decentralized oracles (services that provide verifiable external assertions, such as
status or reference facts), without reliance on central authorities.

2. Policy Alignment: Policies are expressed as logical constraints. Reconciliation uses
a negotiation protocol to find mutually acceptable terms.

3. Runtime Monitoring: Trust is maintained through continuous monitoring of invari-
ants, such as data usage logs or revocation signals. Violations trigger automatic
revocation or escalation to human oversight.

Failure modes may include:

* Policy Incompatibility: If reconciliation fails, interactions are aborted with clear er-
ror codes.

+ Claim Compromise: Detected via integrity checks; compromised claims invalidate
trust chains.

When multiple Dataspace Trust Frameworks (DTFs) apply to an interaction, the DSGA must
define explicit reconciliation rules. Absent explicit guidance, a conservative default is to
require the intersection of constraints (the most restrictive applicable constraints) to be
satisfied. The DSGA should also define escalation paths (e.g., arbitration, human review,
or a voting mechanism) for irreconcilable conflicts and document the expected outcomes
and timelines in the governance material.

25.1.3 Governance Coupling

DTFs integrate technical and governance layers:

+ Socio-Technical Invariants: Rules must be enforceable either through technolog-
ical means or business processes at both protocol and organisational levels (e.qg.,
a policy requiring audit logs must have corresponding legal agreements and data
sharing agreements for the audit log data).

+ Evolution Handling: DTFs support versioned policies and claims.

+ Revocation Mechanisms: Participants can revoke trust unilaterally.

Trade-offs:

+ Decentralization increases resilience but complicates reconciliation.
+ Minimal semantics reduce overhead but require a robust negotiation protocol.
« Dynamic trust enables adaptability but demands continuous verification resources.

25.1.4 Implementation Considerations

DTFs should be designed with common base standards:

« Use standards like DID (Decentralized Identifiers), VCs (Verifiable Credentials).

* Avoid assumptions of global information, or synchronous communication.

* Not assume the availability of centralized services or components (e.g., member reg-
istries)

This DTF definition invalidates legacy models relying on static certifications or central bro-
kers, as they do not scale to decentralized data spaces.
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26 Planes

27 Understanding the planes of a data sharing solution

A data sharing solution comprises of several layers:

+ Control Plane: enabling core capabilities in a data space, for managing the discovery
of available assets and the negotiation of data sharing contracts and orchestration
of data sharing

« Data Plane: where peer-to-peer data sharing happens outside the data space, pro-
viding access to or transmitting data according to the policies agreed upon in the
data sharing contract

- Data Management Plane: Organisational functions responsible for managing the
lifecycle, quality, and governance of data within a data sharing solution; a capability
out of scope of the dataspace, but very essential for the data space participants

+ Application Plane: The user-facing layer that consumes and processes data from
the Data Management Plane to deliver value to the participant

27.1 Control Plane

The control plane in a data space is the layer responsible for managing the discovery of
available assets and the negotiation and orchestration data sharing interactions contracts.

It operates independently of the actual data access, focusing on establishing and main-
taining the data sharing contracts that provide the requirements for the data sharing ex-
ecution. The core capability of data spaces, the dynamic trust negotiation through policy
reconciliation are executed in the control plane.

The control plane influences (orchestrates) but does not directly handle data flows (data
plane), data lifecycle management (data management plane), or application logic (appli-
cation plane).

27.2 Data Plane

The Data Plane is the actual technical data access technology. Its role is to provide access
to or transmit data according to the policies agreed upon in the data sharing contract.

27.2.1 Examples of Data Planes

« RESTful APIs: A common data plane implementation using HTTP-based protocols
for synchronous data retrieval.

* Message Queues (e.g., AMQP or MQTT): Asynchronous data transmission via
publish-subscribe models.

* Peer-to-Peer Protocols (e.g., IPFS or BitTorrent-like systems): Decentralized file
sharing without central servers.

« Streaming Protocols (e.g., Kafka or WebSockets): Continuous data streams with
subscriptions. It handles high-volume, low-latency flows while maintaining separa-
tion from control plane governance.
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These examples assume minimal shared semantics for interoperability. Implementations
must account for failure modes, such as network failures or policy violations.

Sovereign capabilities depend on the specific implementation of a data plane and the un-
derlying data transfer technology.

27.3 Data Management Plane

Once data has been shared it usually needs to be managed to enforce governance models
and ensure the adherance to policies negotiated in the control plane.

The Data Management Plane encompasses the organisational functions responsible for
managing the lifecycle, quality, and governance of data within a data sharing solution.
This includes ensuring data integrity, compliance with contractual obligations, and usabil-
ity across internal systems.

The Data Management Plane encompasses the functions responsible for the lifecycle,
quality, and governance of data within a data sharing solution.

While it operates separately from data transmission (data plane) and orchestration (con-
trol plane), the Data Management Plane supports participation in the data space by inte-
grating governance requirements into the organisation’s internal processes and systems.

27.3.1 Typical Functions of Data Management

+ Data Ingestion and Storage: Collecting, validating, and storing data from various
sources, ensuring format consistency and metadata attachment. It enforces invari-
ants like data provenance and traceability to support sovereignty.

« Data Processing and Transformation: Applying algorithms for cleansing, aggrega-
tion, or anonymization, while adhering to policies reconciled in the control plane.

+ Data Cataloging and Discovery: Maintaining metadata registries for asset discov-
ery, ensuring that policies from data sharing contracts are being enforced.

27.3.2 Typical Functions of Data Governance

* Policy Enforcement and Compliance: Monitoring adherence to governance rules,
such as retention policies or usage constraints, through runtime checks.

+ Quality Assurance and Auditing: Assessing data accuracy, completeness, and lin-
eage, with audit trails for trust verification.

+ Risk Management and Data Sovereignty Protection: Identifying and mitigating
risks, including sovereignty violations, by enforcing participant controls. It prioritises
conservative approaches, such as deny-by-default for sensitive data.

These functions are clearly separated from other planes. However, interaction and in-
tegration with other planes is necessary for building full governance and management
capabilities.

27.4 Application Plane

The Application Plane is the user-facing layer that consumes and processes data from the
Data Management Plane to deliver value to the user. It operates independently of data
transmission (data plane), orchestration (control plane), and lifecycle management (data
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management plane), focusing on application logic and user interactions. It integrates with
organisational governance mechanisms to ensure compliant use of data.

27.4.1 Key Characteristics

« Data Consumption: Retrieves processed data from the Data Management Plane,
applying policies for access and usage in coordination with the data management
plane based on the permissions and access controls associated with the identified
user.

* Service Provision: Provides services such as analytics, visualization, and reporting to
end-users, enabling decision-making and insights. These services are built on top of
managed data, prioritising usability and performance while adhering to governance
rules managed by the data management plane.

+ User Interaction: Supports interfaces for human or machine users (agents), includ-
ing dashboards, APIs, or automated workflows.

27.4.2 Examplary Functions

« Analytics: Performs computational analysis on data from the Data Management
Plane, such as statistical modelling or machine learning, to generate insights.

* Visualization: Renders data into graphical representations (e.g., charts, maps) for
user consumption.

* Reporting: Generates structured reports or alerts based on processed data, inte-
grating audit trails for traceability.

The Application Plane must maintain clear boundaries with other planes, interacting via
standardised interfaces. It can support dynamic trust by propagating policy constraints,
mitigating risks such as sovereignty breaches and manage user consent mechanisms.
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28 Functional Requirements

29 Functional requirements for a Data Space

This section of the Rulebook describes the mandatory functional requirements as well
as optional elements for building trusted data spaces. It highlights the design decisions
necessary to build and operate data spaces in decentralized architectures and deployment
patterns to show how various solutions are enabled by the building blocks of data spaces.

Data sharing in a data space is not limited to sending data from one participant to another
but can be more comple, like code to data scenarios. Fundamentally, all sharing of data
consists of peer-to-peer interactions. All business scenarios consisting of multiple actors
are built on peer-to-peer data contracts of two participants.

A data space adds value beyond individual data sharing by enabling collective trust and
thus enabling complex, cooperative data services and applications. These capabilities
have functional requirements which need to be included in the design of a data space.

Different business, regulatory, legal, or technical requirements necessitate different busi-
ness processes, governance frameworks and solution approaches. Some data spaces
might require specialised, value-added services to provide critical business services, or
fulfil a regulatory mandate while others might be designed so their participants have a
maximum level of autonomy and maintain agency over how to share their data.

The architecture and functional requirements of data spaces as depicted in the IDSA Rule-
book supports a wide variety of design decisions while emphasizing a common technical
foundation that guarantees interoperability and reduces friction for organisations that
want to participate in many different data spaces.

As described in the chapters on Layers and Roles involved business roles
are implemented through the technical participant in a data space.

This underlines the need for all parties involved in a data space and in the
sharing, and usage of data to adhere to a common set of rules, the policies
provided by the DSGA, and the data provider.

The concrete mandatory and optional functional areas are detailed in Foundational con-
cepts of a data space.
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30 Achieving Autonomy and Agency

31 Achieving Participant Autonomy and Agency

Participant Autonomy and Agency, commonly referred to as Digital Sovereignty starts
with control over each participants own identity. Only participants that are in control of
their own identity can be truly autonomous and have the agency to act in a data space.

The Manifesto of international data spaces articulates the fundamental principles. The
functional requirements section of the IDSA Rulebook details the mechanisms required to
achieve this goal

Any central or federated control impairs the participant autonomy & agency,
reducing their ability to act within the data space.

IDSA recommends decentralized architectures and decentralized identities (DIDs) as the
preferred approach to maximise participant autonomy and agency. In practice, the DSGA
may define acceptable forms of identity evidence, trust anchors, and onboarding pro-
cesses as governance constraints; these are documented governance choices that par-
ticipants can evaluate when deciding whether to join or interact in a data space.

DIDs and associated mechanisms are the basis for sharing attributes describing a partici-
pant and providing evidence about the claims of those attributes in a data space. The par-
ticipants claims provides vital information to enable the sharing of data - everyone needs
to understand who they are sharing data with. It is the most important function within a
data space. It allows the participant to exert control, to choose which data to share with
whom, when and under what conditions. This ensures the participant has agency over its
assets.

Instead on relying on a central party to manage authentication and authorisation partic-
ipants are responsible to manage their own information and to provide this information
to other parties in a standardised way.

Every participant is free to choose whether to trust the claims provided by another par-
ticipant. The core of data spaces is about the mechanisms that enable the verification of
participant claims to foster trust.

A core functional mechanism of a data space is the agreement on a common set of pro-
cesses, reference and rules within a community of participants. The Data Space Gover-
nance Authority (DSGA) is a crucial function to support the management of the governance
framework of the Data Space by establishing the policies and rules of the data space.

When evaluating different data space architectures and deployment models, the individ-
ual set of rules that serve as the basis is important. One such rule set is the book of law for
the membership. When a data space operates in a regulated industry, there are laws and
regulations for data sharing. In this case, it makes sense to include specific regulations in
the data space policy and rule set. This provides clarity when the data space crosses legal
jurisdictions or industries.

Legal requirements might lead to necessary compromises on the goal of participant au-
tonomy and agency. They need to be evaluated carefully to reduce negative impacts on
the participants.
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32
33

Foundational Concepts of a Data Space

Foundational concepts of a data space

The mandatory foundational concepts and functional areas of a data space are:

Establishing trust: Defining the procedures, evidence categories, and decision rules
that enable participants to evaluate the suitability of counterparties.

Data sharing and usage: Specifying the permitted data flows, processing activities,
and contractual obligations that govern how data may be used after it is shared.

Data discoverability: Providing metadata and discovery mechanisms that enable
participants to find and assess available data assets and services.

Sharing contract negotiation: Establishing the processes and protocols—ranging
from automated negotiation to manual escalation—used to reach mutually accept-
able contract terms and policy alignments.

Decentralized identity capabilities: Ensuring participants can represent identity
and attributes in a verifiable and privacy-preserving manner; DIDs and verifiable cre-
dentials are the recommended approach, while functionally equivalent implementa-
tions may be acceptable if they preserve participant autonomy and interoperability.

Observability: Ensuring auditability and runtime monitoring capabilities to detect
violations, gather evidence for disputes, and support continuous trust evaluation.

Additional value-adding services that support these main functions of a data space may
include the following optional functional areas:

Vocabularies and semantic models: Curated ontologies and schema registries that
improve interoperability and precise meaning of data shared across participants.

Application and processing services: Hosted or on-demand processing capabili-
ties (for example, analytics, enrichment pipelines, or confined compute) that offer
contract negotiations for API endpoints and enforceable usage policies.

Marketplaces: Commercial catalogues and negotiation platforms that facilitate dis-
covery, pricing, and contractual arrangements for data products and services while
respecting governance and access policies.

Data trustees and escrow services: Neutral service providers that hold, mediate, or
process data under predefined governance constraints (for example, confined com-
pute or escrowed storage) to enable joint analysis while preserving confidentiality.

Other optional value-added services: Additional capabilities such as notary, or au-
diting services, and specialised domain-specific tooling which may be selected to
meet particular participant requirements.

Semantic Models: Semantic models are listed as optional because their required
depth and degree of harmonisation are context-dependent and should be deter-
mined by the DSGA and participant needs. In many data spaces, a shared core vo-
cabulary will still be practically necessary for interoperability, even where complete
domain harmonisation is not mandated.
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Figure 11: Foundational Concepts in data spaces

34 Establishing Trust

35 Establishing trust

Humans build trust with each other by evaluating attributes of the other person: attributes
that areimmediately verifiable (e.g., alanguage spoken) or attributes that require an exter-
nal authority to verify them (e.g., a passport). To build trust, these attributes are matched
against rules (personal, internal, implicit and/or explicit). If a sufficient number of policies
are met, trust is established. Based on the attributes that have been evaluated, different
levels of trust can be negotiated.

35.1 Establishing trust is the fundamental reason for data spaces to exist

To create value, data needs to interact with other data and then support decision making
to enable actions that will create value. The potential to create value increases if data is
more diverse, which often requires that multiple actors need to come together and share
their data with each other. However, like in any human relationship: Before sharing comes
trust. Without trust, the risk of something going wrong seems too high and unmanage-
able. Creating trust reduces risk. Reduced risk lowers the barrier for sharing data.

35.2 Increasing trust lowers risk

Data spaces can create context-specific trust where trust did not exist before or where it
is difficult to establish - for example between competitors. Therefore data spaces reduce
the risk of sharing data and through that enable the creation of value.

35.3 Attribute-based trust

Attribute-based trust is a way to establish trustworthiness between two parties based on
specific attributes rather than a fixed identity. It functions as a control mechanism with
minimal disclosure - proving that certain conditions are met without revealing full details
on every interaction.

It's mechanism can be summarised in a couple of simple statements:

* A Participant holds a collection of attributes
+ A data sharing contract is a collection of policies
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« When negotiating a data sharing contract attributes are matched to policies

A participant’s trustworthiness is determined by evaluating their participant attributes.
This evaluates the potential risk of sharing data with another participant. Lower risk
means higher trust.

In addition to the attributes of the participant the trust level is also based on additional
context: the attributes of the data space and the attributes of the data shared in the data
space, the applicable trust anchors and trust frameworks, and potentially others.

It can be expressed by complex rule sets that can evaluate many attributes and understand
their provenance and who is providing guarantees about them. There is no limit to the at-
tributes that can be defined and the expression of policy rules to evaluate those attributes.
It is also possible to define policies that branch into additional workflows, e.g. human ap-
provals, for evaluating claims about the participant attributes.

Depending on the level of tolerable risk (and thus required trustworthiness) for sharing
an asset, restrictions need to be put in place. The restrictions are expressed through poli-
cies as described above. The proofs of adherence to the policies and rules are expressed
through cryptographically signed claims, as well as additional attributes that might be pro-
vided by the participant directly or indirectly represented through the claims presentation
process during the trust negotiation (e.g., proof that commercial contract for the data ex-
ists and that payment for the data has been submitted, or proof of technical capabilities:
encryption at rest, secure communication channels, etc.).

Attributes can be expressions representing a single claim (e.g., membership credentials of
an association) or a set of multiple claims (e.g., the other entity is under a specific jurisdic-
tion and the destination for the data transfer in a specific country). Claims can represent
static values (e.g., jurisdiction = country) or contain statements about proofs of technical
capabilities (e.g., support a specific encryption algorithm).

Many situations require attributes that are complex and may involve additional workflows,
including human intervention. The IDSA Rulebook cannot prescribe a general approach
for handling extended, composite, or complex attributes. Their management depends on
the specific design and governance rules of the respective data space. Further guidance
can be found in the IDS RAM.

Attribute-based trust provides a dynamic, context- and risk-aware trust model,
that enables precise control by including attributes from many different infor-
mation systems with customised rules. It allows participants flexibility to build
and use different implementations based on their requirements.

It eliminates the need for an identity provider that controls absolute decisions
and thus removes a single point of control and potential failure. It enables
autonomy, agency and thus digital sovereignty of the individual participant.
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36 Attributes and Claims

37 Attributes & Claims

As described in the section Establishing Trust Attributes are expressed by Claims that con-
tain Evidence about those Attributes. Matching them to Policies and verifying that the
desired conditions have been met creates trust.

Attributes describe a participant and are presented to other participants as
claims. A claim is a credential, which must be verified by cryptographic means
that it has been issued by a specific party. This issuing party thus acts as a root
of trust and is a Trust Anchor for this claim. If a verified claim and its trust
anchor are accepted, evidence about the attribute has been established.

Each credential must be verifiable, which means it needs to be rooted in one (or more)
trust anchor(s). This is a mechanisms that citizens of every country use in their daily lives:
Trust depends on the authority that issues them, such as a department of traffic issuing
drivers licenses or a government issueing citizen ID cards or passports. The driver license
contains the information, like date of birth and name of the holder, but what makes this
information trustworthy is the believe that it is not a fake id but one issued by a trusted
organisation, the department of traffic. Digital credentials have a big advantage versus
the analog examples used here: it can be cryptographically verified whether they are real
or fake.

Using a trust anchor does not imply dependence on a single central authority. Partici-
pants, together with the DSGA and the applicable DTFs, define which trust anchors are
acceptable. Multiple anchors may be accepted to preserve decentralization and choice;
the DTF and DSGA should document acceptable anchors and any validation procedures.

A trust anchor is an entity that issues certifications about an attribute. Dataspace Trust
Frameworks (DTFs) often contain a list of credential issuers which are accepted as trust
anchors for that DTF.

Trust anchors are well known by the DTF, DSGA or Participant accepting them for their
capability to verify attributes and for being trustworthy that they enforce compliance with
the party that they issued a credential for. For example, a company must follow the laws
of the country it is based in to obtain a valid company registry ID issued by its govern-
ment. Therefore the goverment of this country can act as the trust anchor for company
registration information.

Deciding which trust anchors, and thus which rulesand procedures of issuing and validat-
ing attributes are used, is the responsibility of each participant and can be greatly simpli-
fied by the DSGA and the DTFs.

In order to use of the concepts described above, every individual data sharing contract
needs to provide information about which trust anchors are accepted as roots of trust.
This can be done by pointing to DTFs as a shortcut for multiple policies. See the section
on policies for more details.

37.1 Participant information

Information about a participant must be discoverable and understandable for other partic-
ipants - also to enable a clear understanding of the attributes of the participant. Therefore,
a participant needs to be able to provide a self-description that follows a known format
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and protocol, as well as a semantic model that describes the meaning, naming and formt
of the attributes.

The format of the self-description can be defined through the onboarding process for a
specific data space and may be a part of the membership policies. In many cases, the for-
mat and semantic model of the self-description also depend on the selected trust anchors
and DTF.

A data space might even require multiple self-descriptions (e.g., one trust anchor specific
and one industry specific) which can lead to ambiguity or conflict of definitions, which
have to be resolved by rules provided by the DSGA.

The technical representation and communication of the self-description thus may vary
from one data space to another and will be influenced or mandated by the DSGA.

Entities that are participating in multiple data spaces at the same time must manage their
self-description attributes in a way that reliably keeps attributes up to date, but also filters
which ones should be available in which data space and serialized in which format. For
larger enterprises with complex roles and responsibilities related to the information con-
tained in the attributes, this might include approval processes and audit functions to track
value changes to sensitive attributes exposed by the self-descriptions.

Information exposed through participant self-descriptions is used in many policy evalua-
tions throughout the data space. A non-exhaustive list of examples is:

+ Information for the onboarding process to evaluate whether an applicant can be-
come a participant.

« Matching participant attributes to access catalog policies to only show items this
participant is permitted to see.

« Automated matching of attributes to policy requirements in the contract negotiation
process.

Self-descriptions can also be used to convey purely technical information about a partic-
ipant. For example, at what address can another participant communicate with its cat-
alog or software agent with this participant, what encryption techniques are supported.
Whether this information is stored and distributed in the same way as claims about at-
tributes is a question of the data space requirements and tools used.
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38 Policies

39 Policies

Policies are the rules by which trust boundaries are established within a data space. They
are used at multiple levels and at almost every interaction point. The main policy groups
that are central to the functionality of a data space are access policies (which control ac-
cess to something) and contract policies (which control specific terms of a contract). While
the use of policies can be expanded by custom design within a data space there are sev-
eral fundamental policy points that enable the operation and are therefore essential to
understand.

It is essential to use policies for attribute-based trust in a data space. Which policies need
to be mandatory depends on the design and the requirements. One data space might
require policies that reflect the sensitivity of health data in an international setting, while
another data space will need to enforce policies for national energy regulation.

Ultimately, the sum of all policies (data space, participant, asset) form the trust context on
a specific data sharing contract governing the access and the use of a specific asset.

Therefore, data spaces and participants must define their own policies and communicate
them clearly. Participants may always choose additional policies in their data contracts to
further restrict access and use.

Dataspace Trust Frameworks (DTFs) can provide policy building blocks to simplify the de-
sign and selection of effective policies to reach the desired trust level.

39.1 Policy Design

Policies generally express three classes of constraints used to control interactions:

* Prohibitions: Explicit assertions of forbidden actions (for example, “data may not be
exported outside the EEA"), which must be enforced and may be paired with moni-
toring and sanctions.

+ Obligations: Required actions or checks that a participant must perform (for exam-
ple, logging, periodic revalidation, or notification), often with accompanying dead-
lines and verifiable evidence.

+ Permissions: Explicitly allowed actions that define the scope of permitted process-
ing or sharing (for example, “aggregate-only analytics allowed”), which define the
positive authorisation space for consumers.

Constraints expressing a rule can be combined into more complex rules, which then form
the applicable policy. For example, a data space participant may only allow access to cer-
tain data for participants who belong to the same industry association, allow to process
data under the condition only anonymized results are produced, and then permits to share
the results with a third party for further processing if they meet a set of security standards.

39.1.1 Membership Policies

As discussed above, the first line of policy constraints are the membership policies and
processes required to join a data space. These policies ensure that only organisations
with specific attributes they can verifiably prove, can join. These can be policies that verify
the applicant’s HQ location, industry certification, membership in industry associations,
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Figure 12: Different policies in data spaces

but also policies that would require human interactions and complex workflows, such as
a valid contract with an organisation implementing the DSGA that must be negotiated
before an applicant can become a participant.

39.1.2 Access policies for data discovery

Once an applicant becomes a participant, the next layer of policies becomes relevant: ac-
cess policies. An access policy defines which attributes must be available to discover and
access data contracts within a data catalog. A participant that does not have access to a
specific data contract should also not be able to discover the contract offer in the catalog.

Optional services, like a marketplace, must adhere to this principle as well and only show
items based on matching access policies and participant attributes.

From a functional perspective, an access policy always needs to be present, even ifit grants
access to everyone. A common scenario is policies that grant access to anyone within the
data space but hide the associated item from queries by non-members (in case the catalog
endpoint is publicly accessible).

In a scenario where contract offers should be made visible to everyone (even non-
participants), the access policy can also be expressed as an empty policy, not triggering
any restrictions and thus making the contract visible to everyone (e.g. Open Data).

Each participant can define such policies, whether providing or consuming data. For ex-
ample, a participant interested in data could define filter based on a policy to see only
data with a distinct proof of origin, and participants offering data can restrict access to
their data to members residing within a specific jurisdiction. This is often referred to as
provider policy and consumer policy.
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39.1.3 Contract Policies

When a participant has access to a data contract offer the next set of policies comes
into play. A data contract offer can have contract policies that define what attributes are
needed for a data contract agreement. Contract policies review attributes that must be
provided at the contract negotiation. This could be as simple as ensuring that the partici-
pant uses a specific encryption algorithm or software package. A more complex attribute
example involving human interaction is the association of the data contract with a legal
contract between the two parties, which typically occurs outside of the data space tech-
nology and processes. The negotiation of policies can be anywhere on the spectrum of
100% machine-processable, automatable and immediate to a human workflow potentially
taking a long time.

A contract may also specify policies for the access mechanism for the data asset: requiring
a specific protocol, specifying pull or push of data, mandating a data sink in a specific
geographic area and other details.

39.1.4 Usage Policies

Contract policies may also include usage policies that take effect when the data is shared
and control how the data can be used by the consumer. Depending on the value of the
data, use cases, trust levels, contracts in place and many more attributes, there are differ-
ent possibilities to enforce usage policies which come at varying costs.

For data with low value or data not under a specific legal protection, it is too expensive to
build a system that guarantees control.It is sufficient to simply monitor data use and fall
back to a legal contract should misuse of the data be detected. Other data might be very
sensitive, legally requlated, or of high value and require stronger protection and higher
technical costs.

When designing a data space and deciding which data to share, it is important to under-
stand data classification, and regulatory controls to design not just the right policies but
also to mandate the appropriate level of technical components that ensure proper han-
dling of the data without inccuring unnecessary cost or constructing detrimental barrieres
to sharing.

Enforcement guidance (example mapping):

* Low sensitivity: Monitoring and contractual remedies; participants are expected to
perform periodic verification and rely on legal enforcement when misuse is detected.

+ Medium sensitivity: Robust logging, decentralized observability, periodic auto-
mated checks, and contractual remediation; independent observers or auditors can
be used for dispute resolution.

* High sensitivity: Strong technical enforcement (e.g., confined compute, mandatory
encryption, short trust validity), on-demand revalidation of claims, and involvement
of observers/auditors as participants. Real-time or per-execution checks are recom-
mended.

Who monitors: enforcement and verification are primarily the responsibility of partici-
pants. Decentralized observability services, auditor participants, or notarization services
can be used to provide independent evidence; the DSGA should define expected verifica-
tion intervals and monitoring roles for each sensitivity class.
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Example ProtectionNeed Explanation

Public weather data low Some data sets are

already publicly available
and can be shared with
low friction.

Shipping information medium Some data are valuable

and at large scale likely to
be highly protection
worthy as they can give
insights into business
relations, transactions
and be misused (e.qg. for
investment purpose).

Personal health data high Personal health data are

highly protection worthy,
regulated by strong laws
and pose potential
danger to the individual in
case of data misuse.

Machine operation high Industrial data is also

data

usually of high value due
to the sensitive business
information it represents.

The atomic expressions of policies can be further broken down into a set of restrictions
against which machine-readable attributes can be compared.

39.1.5 Policies for segmentation

Policies can also act as a fine filter to segment data sharing scenarios and use cases.
Adding a single policy that checks for the membership credential of a distinct group is
the equivalent to restricting this specific contract to that closed group of organisations.
Segmentation through policies can be used by an organisation to easily manage the shar-
ing context of their data assets and can be applied at many different layers and segments.
Here are some examples of what segmentation can be achieved with policies:

Data space boundary: Enforce segmentation by membership credentials, ensuring
only participants who possess a valid membership credential for the data space can
access protected resources.

Business use case: Restrict access to contracts or datasets by requiring credentials
or attributes that represent participation in a particular business use case or consor-
tium.

Individual participant filtering: Apply policies that target specific participants by
identity attributes or credentials (for example, to whitelist a participant).

Technology compatibility: Limit interactions to software agents or endpoints that
meet defined technical interoperability or security profiles, ensuring compatible
communications.

Geographic constraints: Require credentials or attributes indicating jurisdictional
compliance, preventing access where legal or regulatory restrictions apply.
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+ Industry association or certification requirements: Enforce access based on
membership of an industry association or possession of required security certifica-
tions.

...and many more. The possiblities to enforce control and segmentation are unbounded.
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40 Dataspace Membership

41 Data space membership

Technically the membership in a data space is just a credential. Nothing more than that.
If a data space software agent can show the membership credential it acts on behalf of an
organisation which is a member of the data space.

However, on the business and legal layer things can get more complicated. There the
membership in a data space can be a complex set of business process that need to be
followed and legal documents that need to be signed.

To be able to issue membership credentials a data space needs to define policies that
specify what attributes an applicant must meet to become a trusted participant, often
also referred to as a member. The data space governance authority (DSGA) manages those
policies, and it defines the business processes that might be necessary for this onboarding.
As policies need to be clearly understandable and interpretable the DSGA also needs to
provide a semantic model that details the defined policies so that applicants can correctly
interpret the policies and provide proper claims about their attributes. The referenced
semantic model describes the acceptable policies, their names, the potential value, and
the format in which those values are accepted.
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42 Identity

43 Identity

The design of the identity provider is the first decision for the design of the data space.
If a central identity provider is chosen to manage the identities for all participants, every
other service depends on this central verification, and decentralized designs are no longer
fully feasible.

Which mechanism to use to identify participants is the most fundamental design decision.
Itimpacts policies on autonomy and sovereignty as well as technical solution architectures

for other components of a data space.

Identity System

Advantages

Disadvantages

Centralized identity

Decentralized identities

Simple management for
DSGA

High degree of control for
DSGA

Traditional, well-known
technology stack

Full autonomy and
overeignty for participants

Low resourcing need for
DSGA

Easy to manage for
participants

Low autonomy and
sovereignty of participants
Single point of failure

Single point of attack

Harder to manage for
participants

Complexity: DSGA
management requires
decentralized protocols
Lower degree of control for
DSGA

New and partially
unfamiliar technology stack

Harder to attack

43.1 Attributes & self-description

Attributes and self-description should always be available as verified presentations. The
exact serialization format and service endpoints depend on the implementation of the
data space and the trust anchors in use.

Note: The disadvantages listed for decentralized identities describe governance and op-
erational trade-offs, not a loss of participant agency. DSGAs may define accepted trust
anchors and onboarding processes; participants remain free to accept or decline those
trust anchors and thereby preserve agency in their decision to join or interact.

67



44

45

Data Space Participation

Data space participation

Participation in a data space is based on fulfilling all the policies, rules and procedures
that are mandatory for membership. In its simplest form, these may just be technical
or automatically verifiable policies. In more advanced cases, these can be more complex
policies and rules that potentially require lengthy workflows with human interaction to
verify eligibility to join a data space (e.g., a signed legal contract with a central operating
company, membership in industry associations).

The procedure to join a space will likely include the following steps for the applicant (details
can vary due to the design and purpose of the data space):

1.

Candidate discovers the data space and a description of the data space that speci-
fies its participation requirements. This can be achieved through human interaction,
a website of the data space, finding the DID of the data space in some registry or
through automated, machine-readable discovery protocols of existing participants
among other things.

Candidate reads the requirements and receives information about the policies and
rules of the data space, as well as technical configuration information for endpoints
and protocols.

. Candidate evaluates the policies and rules and prepares additional information

needed for the requirements when applying for membership in the data space.

When all information and necessary proofs are collected, the candidate applies for
membership through the onboarding services defined by the DSGA (for example,
one or more onboarding credential issuer services). The technical implementation
may vary based on the requirements.

. The onboarding services request proofs for all policies. This might include VCs and

proof of technical capabilities, but also workflows including human interaction (e.g.,
signing a membership contract).

Once all policies have been satisfactorily processed, the onboarding service issues a
VC/proof of membership and sends it to the candidate, moving them from applicant
to participant.

The new participant sets up all the necessary technical components for participation
in the data space.

The application process is complete, the participant can start interacting with other
participants (sharing data, browsing the catalog(s) for data assets of others, negoti-
ating data contracts).
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Figure 13: Onboarding in data spaces

46 Data Sharing

47 Data sharing

Once a participant has joined a data space and discovered available data contract offers,
the mechanism of data sharing is initiated. Data sharing is the core activity to enable
further data processing and value generation by using the data.

Data sharing is a very broad term in this context. It ranges from a one-time transfer of
a file, access to an API, registering for an eventing service, subscribing to a data stream,
also including data sharing methods where the data remains at the source and algorithms
and processing code are copied to the data location for in-place processing. Data Sharing
does not require a physical move of the data asset, although this will be frequently the
case.

However, before data can be shared, a data contract offer needs to be negotiated to reach
a Data Contract Agreement (DCA) which specifies all policies and details of the data sharing
process.

47.1 Contract negotiation

A contract negotiation (CN) serves the purpose of reaching an agreement to share a data
asset between two participants of the data space. During the CN policies of the Data
Contract Offer (DCO) are evaluated against the attributes of the requesting participant,
and VCs are verified with their issuers. Note that while any trust anchor is an issuer of VCs
that can be used to evaluate policies, there might be additional external issuers that need
to be validated (e.g., government agencies, regulators, industry associations)

It is important to note that the CN does not automatically lead to an immediate data or
algorithm transfer. The result of a CN is a data contract agreement, which then can be
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executed at a later point in time.

Imagine a scenario where multiple roles are involved in the process of data sharing in a
large enterprise. The person negotiating the DCA might not be the same one who is re-
sponsible for sharing the data. Or there might be data assets that can't be immediately
shared after the agreement is reached (e.g., an event notification that can only be con-
sumed until the event in questions has occurred).
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Figure 14: Data sharing contract negotiation

47.1.1 Data sharing execution

When it is time to share the data, it might be necessary to re-validate the policies of the
data contract agreement as significant time might have passed since the contract negoti-
ation. The decision whether to revisit all policies might depend on each party’s business
rules. If data needs to be highly protected or requires specific requlatory processes for
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handling it, it is advisable to conduct an additional review.

To exercise a data contract agreement (which could also be code to process data), data
needs to be moved from one participant to another. This can be done either by a push
model in which the participant with the data asset pushes the data to the other participant
or by a pull model, in which the data asset is made available to the consuming participant
via a link.

The data transfer technology depends on the type of data asset, trust level, availability
of technical protocols, infrastructure environment, and other factors. All data transfer
technologies must be able to be orchestrated. Orchestration at this level means having
technical control over the data sharing process, allowing the software agent to start and
stop the transfer, as well as having the necessary technical capabilities to monitor the
progress of the transfer and to receive information about compliance with usage policies.

The transfer itself needs to ensure security, performance, and manageability. For example,
a data stream can be provided from multiple data centres to enable a highly available data
sharing architecture.

When data is not moved but a “code to data” approach is selected, the push and pull
behaviour is reversed: The consumer participant provides a data asset containing code
(source code, compiled library, signed container) to the participant providing the data.
This can be implemented like any other data asset transfer with a push or pull mecha-
nism.

Data sharing must accommodate a wide range of scenarios. From a simple file transfer
between two storage providers, to API access for streaming or eventing, to quite complex
implementations with secure execution environments through confidential compute en-
claves, environment attestations, signed code, custom encryption algorithms, and more.
Which solution is right depends on the protection needs of the data and the trust level
between the participants.

The transfer technology can be specified as a policy in the data contract agreement, or it
can be implicitly inferred by the type of data asset being shared. A participant who wants
to ensure that data never leaves an environment where full control over its usage is guar-
anteed can enforce the selection of the transfer technology and storage and processing
infrastructure by setting policies in the contract and monitoring compliance.
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48 Creating a Data Space

49 Creating a data space

After discussing how to join a data space the question is: How do you create a data space?
The answer depends again on the purpose of your data space and the needs of its par-
ticipants. Regardless of whether the data space is organized in a centralized, decentral-
ized, federated or hybrid manner, common denominators and basic functionalities can be

found.
Data space
participant registry
o
maintains
1
Rules Data Space
and policies ¢— enforces — Governance issues membership
Authority
manages
v

Data space Participant
— — «— —_— — h
self description has ETEI R member of Participant N <cif description
|— has —> «— has

Identity

0

anchors
1

Trust
anchor

Figure 15: Overview of Data Space entities

A data space establishes trust within a community to share data with each other. The
definition of community can be very broad. It might be a tight knit, small community of
one company and its suppliers, or a large community with many participants. Some data
spaces are created for a narrow use case and purpose others for many use cases that are
relevant for a group of participants.

Many decisions need to be made when designing the data space, here some of the more
common ones:

* Is the membership closed to a small, known group or open to a larger range of par-
ticipants?

+ Do you want a central party with additional privileges (e.g., exclusion of participants
for bad behaviour) or is the independence of the participants and their autonomy
the most important design factor?

* What level of technical maturity is expected from the participants?
* What type of data is shared and for what purpose?

Answering these questions helps you make the design choices between architectures and
deployment patterns of data spaces.
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Once all design decisions are made, the following functional elements must be specified
and documented:

Rules: Define the expected behaviours, roles, and minimum technical and organisa-
tional capabilities required of participants (for example, required legal contracts, or-
ganisational certifications, staff skills, security practices, or operational governance
targets).

Policies: Specify the participation, access, contract, and usage policies that will be
enforced by the data space participants and describe how these policies are verified
and evolved.

Membership certification: Describe the mechanism and evidence required to verify
and certify membership (for example, identity documentation, audits, or third-party
attestations), including issuance, renewal, and revocation processes.

Participant discovery and self-description: Establish if, where, and how authorised
participants and their self-descriptions are published or discoverable, and which at-
tributes are visible to different query roles.

Identity system: Decide whether identities will be managed via decentralized iden-
tifiers (DIDs), centralized identity services (not recommended), or a hybrid approach,
and document the control, governance, and privacy implications of each option.

Catalog(s): Specify the catalog model (single central catalog (not recommended),
multiple federated catalogs, or per-participant catalogs), their APIs, metadata stan-
dards, and how catalog visibility and access controls will be applied.

Working through the above list of mandatory functional elements will clarify the architec-
ture pattern for the data space, which will also mandate a specific design of the data space
governance authority. Now the DSGA needs to be implemented to create the data space:

1.
2.

Create an identity for the data space
Provide a self-description

The self-description for the data space should include the following documented el-
ements:

« Membership policies: The eligibility criteria and evidence required for organ-
isations to join, including any onboarding checks, audit requirements, and re-
newal conditions.

 Trust anchors and trust frameworks: A list of accepted credential issuers,
Dataspace Trust Frameworks (DTFs), and the rules by which claims and attes-
tations are validated.

+ Attributes used for trust decisions: A clear listing of attributes, their meaning,
and how they map to policy constraints so participants can determine how trust
levels are calculated.

+ Technical component requirements: The required interfaces, protocols, and
implementations (for example, software agent capabilities) necessary to inter-
act with the data space.

* Participant discovery and self-description endpoints: If participant discov-
ery is required, define the location and format of discovery endpoints and self-
description publication, and which attributes are public versus private and only
accessible to existing members.
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* Registration service and related workflows: The documented workflow to
request membership, the validation procedures used to determine compliance
with membership requirements, the process for issuance of membership cre-
dentials, and the rules and procedures to revoke credentials when necessary.

3. Provide a discovery mechanism for the data space (website, contact form, etc.)

Once at least one Onboarding Service implementing the DSGA is instantiated, organisa-
tions can apply for membership. The functional elements listed above are mandatory
capabilities for a functioning data space, but they may be implemented in decentralized
or centralized ways. When a centralized or federated implementation is chosen, the DSGA
must document the reasons for that choice and describe mitigating measures to protect
participant autonomy and agency. After a participant joins, there are two main activities
that all participants are interested in: discovering data shared by others and sharing their
own data in a controlled manner to ensure autonomy and agency over the data. This
is the core functionality that any data space provides. Additional functions and services
such as marketplaces, data escrow services, processing services and applications might

be provided as optional elements.
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Figure 16: Variants for data space governance authorities
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50 Interoperability in Data Spaces

51 Data Spaces Interoperability - How to achieve Interoperabil-
ity within a Data Space and across multiple Data Spaces

51.1 Motivation for interoperability

Data is one of the most valuable assets in the digital economy, but its potential value can
only be realized if it can move and interact with other data to produce insights that cre-
ate value. For this, it must be possible for data to be shared and reused in a trusted way.
Interoperability is the ability of different systems and organisations to exchange, under-
standing, and use of data, is essential for enabling data sharing and creating value in data
ecosystems. Data Spaces help to establish a common understanding of trust, and provide
a mechanism to establish sharing contracts, which include access and usage policies that
ensure the protection and accountability of data providers and data consumers. As Data
Spaces become more prevalent and diverse, there is also a growing need for intra- and
cross-Data Spaces interoperability.

Different Data Spaces may have different goals, architectures, business models, and gov-
ernance structures, depending on the authority or community that drives them. To avoid
fragmentation and duplication of efforts, participants in these Data Spaces need to com-
municate in an interoperable way with each other and across multiple Data Spaces, fol-
lowing common standards and principles.

Interoperability can be achieved at different levels, depending on the degree of integration
and alignment of the data and systems involved. Two well-known frameworks that define
interoperability levels are the ISO/IEC 19941 standard for cloud computing interoperability
and portability, and the European Interoperability Framework for public services. Both
frameworks identify four main levels of interoperability: technical (transport & syntactic),
semantic, organisational, and legal:

+ Technical interoperability refers to the physical and logical connections between sys-
tems and data sources, such as protocols, interfaces, and formats. This includes syn-
tactic interoperability which refers to the structure and syntax of the data exchanged,
such as schemas, models, and vocabularies.

« Semantic interoperability refers to the meaning and interpretation of the data, such
as concepts, relationships, and ontologies.

+ Organisational interoperability refers to the processes, policies, and governance of
data sharing, such as roles, responsibilities, and agreements.

* Legal interoperability refers to the acceptance of legal equivalence of contracts and
contractual clauses between different data ecosystems. These ecosystems can have
differences on multiple dimensions, based for example on industry regulations, or
national laws but also contractual statements with identical wordings might have
diverging interpretations in different data ecosystems.

In this chapter, we discuss the challenges and opportunities of achieving cross- and intra-
Data Space interoperability at these levels, and propose a roadmap for developing a com-
mon framework and best practices for Data Spaces.
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51.2 Guiding principles for Data Spaces

As described in the previous sections, there are guiding principles in Data Spaces that are
not only shaping the functional requirements, but also take effect in reasoning over inter-
operability. Those guiding principles are the foundation of any interoperability framework
for Data Spaces. Let's have a closer look at those fundamental principles again:

1. Self-determined control of data use (Data Sovereignty as also part of ISO/IEC CD TS
10866, Framework and concepts for organisational autonomy and digital sovereignty
) is of utmost importance and should be the ideal vision that each Data Space thrives
to enable.

1. Participants have autonomy and are able to act with choice
2. Participants have agency over their data assets
2. A Data Space creates a context of trust
3. The Data Space Governance Authority is a governance body for a Data Space

To better understand the model above we need to understand Data Spaces differently at
different layers. There is a legal layer where a Data Space is governed by legal contracts
to join a consortium that is responsible for the Data Space. This can be a not-for-profit
organisation where participants join as members to jointly agree on what the rules of the
Data Space are, but also can be driven by a single entity that dictates the rules of the
Data Space. Both models and everything in between is possible and tradeoffs need to
be reasoned over and decisions made when the legal layer of the Data Space is being
defined. There can even be Data Spaces without any organisation at the legal layer, purely
governed by measures provided through the Data Space Governance Authority (DSGA).

The DSGA is a logical function in the Data Space and while it will be quite common to
combine the DSGA with the legal organisation of the Data Space, it is also possible that a
DSGA exists without any legal organisation operating it. E.g. a DSGA could be just a set
of policies passed around between Data Space participants without any single owner, just
been agreed on by a consensus algorithm between participants.

The DSGA is also responsible for the semantic models of the Data Space and thus has a
huge influence on the interoperability at that layer.

Taking the guiding principles above into account leads us to the conclusion that interop-
erability is a shared responsibility between the participants and the DSGA.

With more autonomy and agency, a participant can act with the more responsibility for en-
suring interoperability layers with the participant. With less autonomy and agency, more
interoperability responsibility moves to the DSGA and legal organisation layers thus less-
ening the burden of interoperability on the participant.

Therefore, it is fair to say that more autonomy and agency of participants also comes
with increased responsibilities for the participants.

51.3 Interoperability Models

When talking about interoperability in Data Spaces we need to separate the discussion
between two main interoperability models:

1. the interoperability within a Data Space between individual participants (and also
with the DSGA of that Data Space), and
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2. the cross-Data Space interoperability where a participant wants to access data from
two different Data Spaces.

Intra-Dataspace Cross-Dataspace

——————- ’------- QI N .

I-
N

Figure 17: Interoperability Models

Intra Data Space interoperability is about the interoperability within a Data Space. This
focuses on how participants interact with each other, and as well as with the DSGA. The
DSGA defines what rules govern the Data Space. This includes also which version of the
Data Space Protocol needs to be used, what identity protocols and standards to use, which
Trust Frameworks are accepted, what semantic models need to be understood, and so on.
Participants have the responsibility to at least support and understand the protocols and
models that the DSGA mandates but can also support additional versions and semantic
models.

Cross-Data Space Interoperability refers to the interoperability required for one entity to
participate in two Data Spaces. As it is the participant that wants to access data from two
different Data Spaces most of the responsibility for interoperability falls on the participant.
First of all, the participant needs to become a member of both Data Spaces, thus fulfilling
the membership rules to be able to join both Data Spaces. This implies that the participant
is able to support all the protocols and semantic models that both Data Spaces require.
Should those not be identical it is up to the participant to be able to support the right
protocols and their version in each Data Space and potentially do any necessary mappings.
Another option is when the DSGA, as well as the legal entity operating the Data Space (if
such exists) can support participants by agreeing with other DSGAs and legal entities from
other Data Spaces on supported protocols and semantic models. This can greatly reduce
the burden on the participants in sharing data with and using data from multiple Data
Spaces.

51.4 Interoperability Standards

There are two noteworthy standards when it comes to interoperability, first the ISO/IEC
19941 - Cloud Computing Interoperability and Portability and second the European Inter-
operability Framework. The Regulation of the European Parliament and of the Council on
harmonised rules on fair access to and use of data ( Data Act ) references both standards
in its provisions for interoperability.

Chapter VIII of the Data Act provides for essential requirements to be complied with
regarding interoperability for operators of data spaces and data processing service
providers as well as essential requirements for smart contracts. The chapter also enables
open interoperability specifications and European standards for the interoperability of
data processing services to promote a seamless multi-vendor cloud environment.
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Let's investigate the facets of interoperability as defined in those standards a bit closer.

First the ISO 19941 Interoperability facets:
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Figure 18: ISO 19941 - Cloud Computing Interoperability and Portability

And second the European Interoperability Framework facets:
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Figure 19: European Interoperability Framework

Note, that while the EIF has only four layers, it is clearly visible that with the five layers of
ISO/IEC 19941 the technical layer is split into two sub-layers: the transport and the syntax.

51.5 Interoperability facets in Data Spaces

Let's investigate the 4 facets of interoperability and how they can be applied to Data
Spaces.
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51.5.1 Technical

The basis for technical interoperability in Data Spaces is the Dataspace Protocol (DSP). This
protocol provides a set of specifications designed to facilitate interoperable data sharing
between entities governed by usage control and is based on web technologies. These
specifications define the schemas and protocols required for entities to publish data, ne-
gotiate agreements, and access data as part of a federation of technical systems that form
a Data Space.

The DSGA will specify which version(s) of the DSP are mandatory for participants of a Data
Space. This guarantees that at a technical layer participants will be able to interact in a
Data Space.

In addition to the DSP, additional protocols, like identity and trust protocols can be defined
to guarantee minimum technical interoperability within a Data Space.

If two Data Spaces mandate their participants to use the same protocols it will make the
participation technically easier as participants might re-use the same technical compo-
nents to access data in different Data Spaces, instead of having to maintain separate tech-
nical systems for each Data Space.

51.5.2 Semantic

An important part of interoperability is the semantic models used in a Data Space. This
includes semantic models of the data that is to be shared within the Data Space as well as
semantic models for the data that describes the Data Space itself (such as policies, partic-
ipants, processes etc).

To successfully participate in a Data Space a participant needs to at least understand the se-
mantic model used for policies within the Data Space. This is usually pre-defined through
the DSGA and acceptance of the semantic model of the Data Space policies is very often
going to be a pre-requisite to join the Data Space.

The semantic model of the Data Space's policies helps participants to understand the poli-
cies that can be negotiated in data sharing contracts. Without a common understanding
of what individual policies mean and the expectations for their execution, it is not possible
to participate in a Data Space.

The semantic model of the actual data being shared is not a mandatory required element,
but it greatly enhances the value of the Data Space and the data shared within as it en-
ables all participants to know what each data element means, and how it is constructed.
For example, if a field refers to “country code”, it is necessary that the participants in that
particular data-sharing transaction know how that value is coded (e.g. ISO two-letter or
three-letter abbreviation, some numeric representation, or whatever else has been cho-
sen); if one participant is coding the United Kingdom as “UK” while another uses “GB”, the
danger of misalignment and miscommunication is obvious.

If two DSGAs negotiate and agree on the same semantic model for policies for their re-
spective Data Spaces, it will greatly simplify the access of data in the two different Data
Spaces.

51.5.3 Organisational

For a Data Space to be well governed a clear definition of organisational processes is re-
quired. Again, all participants in a Data Space will have to follow the same processes.
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If two Data Spaces define the same organisational processes it will greatly simplify the
participation in multiple Data Spaces.

51.5.3.1 Cross-Data Space interoperability If multiple Data Spaces define the same
organisational processes, this will greatly simplify the participation in these Data Spaces.

51.5.4 Legal

As policies in Data Spaces might have legal consequences if they are not properly adhered
to or executed it is important that participants understand the mapping of Data Space
policies to legal constructs. This is already difficult enough to achieve for one Data Space,
especially if participants reside - or operate - in multiple jurisdictions, it gets more compli-
cated when a participant needs to access data from different Data Spaces. Just because a
policy has the same semantic model in both Data Spaces doesn’t mean that the policy has
legal equivalency in both Data Spaces.

A participant in multiple Data Spaces will have the responsibility of keeping track of which
data came from which Data Space and what the legal responsibility of handling this data
is.

Agreements between legal organisations managing a Data Space can reduce the burden
on the participants by agreeing on the legal equivalency of policies in both Data Spaces.

51.6 Interdependency models in Data Spaces

As shown above, the burden of ensuring interoperability and the adherence to all rules
of individual Data Spaces is the responsibility of a participant. However, the complexity of
achieving interoperability across multiple Data Spaces also greatly depends on how those
are related.

The simplest model is probably a hierarchical direct-dependency of Data Spaces. In a
larger Data Space, a smaller sub-Data Space could be created with additional rules, util-
ising the governance model of the overarching Data Space, but introducing additional
policies for the sub Data Space. E.g. think of an industrial Data Space where one partici-
pant wants to share data only with their direct suppliers instead of the entire Data Space.
This can be realized as a separate Data Space or within the larger industrial Data Space by
having an additional DSGA with additional membership policies and specifying additional
semantic models and processes. In our example, one participant could specify that for a
specific set of data other participants need to prove that they are suppliers of this partici-
pant and understand specific semantic models and processes provided by this participant.
This can be regarded as a hierarchical relationship between two Data Spaces. In this case,
interoperability should be straightforward to achieve.

Another model is Data Space peers. Two Data Spaces operating in different domains, but
with a substantial overlap of participants, which also require data from both Data Spaces
for many use cases. To reduce the burden on participants guaranteeing interoperability,
the two Data Spaces might agree on the same requirements for protocols, semantic mod-
els, and also on organisational processes, including agreements on legal equivalency.

Last but not least, there is the case of completely unrelated Data Spaces where one or just
a few participants have the need to access data from multiple Data Spaces. In this case
the burden of interoperability fully lies on the participants as they will need to be able to
comply with processes in both Data Spaces and potentially will need to provide completely
separate technical environments to access data in different Data Spaces.
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No matter how Data Spaces are related and cross-data Space interoperability will be
achieved, it is always going to be the responsibility of the participant to keep track of
which data was acquired through which Data Space and what obligations came with it.
Especially if use cases need to combine data from different Data Spaces sophisticated
data management will be required.

51.7 Trust Frameworks and Trust Anchors

As the DSGA also defines which Trust Frameworks and which Trust Anchors can be used by
participants within a Data Space with all the aforementioned interoperability facets also
apply to Trust Frameworks and Trust Anchors. As it is very likely that Trust Frameworks
and Trust Anchors will support multiple Data Spaces it is especially important that the
applicable protocol versions and semantic models are clearly defined.

51.8 Improving Interoperability

As already established above, the main responsibility for interoperability in Data Spaces
is with the participant, however, everyone involved in a Data Space can support interoper-
ability by aligning with other parties.

Aspects of interoperability in Data Spaces can be achieved by utilising common frame-
works, models, standards, processes, or services, like Trust Frameworks. Those need to
be mandated by participants of a Data Space as agreements in the Data Space Governance
Framework executed and managed by the Data Space Governance Authority.

The agreements in the Data Space Governance Framework of one Data Space can and
should be reused or acknowledged by other Data Spaces. This leads eventually to com-
monly adopted concepts and standards.

Recognising the different levels of interoperability as described above, a general adoption
or maturity model can be derived:

1. Agreements between 2 participants are highly tailored to certain use cases, but can
provide a foundation for broader adoption.

2. Agreements in a group of participants are the foundation to increase interoperability
by increasing the number of adopters.

3. Agreements within a common framework increase interoperability using the same
technical or organisational framework.

4. Agreements between service providers support the broad adoption by providing
interoperable solutions (as a service) to facilitate their reusability in the market and thus
drive common interoperable functionalities.

5. General agreements in a Data Space as part of the Data Space Governance Frame-
work implement default interoperability aspects which releases the participant from im-
plementing alternative approaches or choosing between different approaches.

6 Agreements between different Data Space Governance Authorities establish
bridges between data spaces.

- Data Space to other Data Space: negotiate legal equivalency of processes and rules
between the two organisations.

+ Data Space to Trust Frameworks and Trust Anchors: Align on mapping between
policies and legal provisions and processes.
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Data Spaces to DSGAs: Align on governance models and organisational processes.
Trust Framework to other Trust Frameworks: Share semantic models for policies
and align on identity and trust protocols required.

Trust Framework to DSGAs: Agree on standardised identity and trust protocols and
a common set of semantic models.

DSGA to other DSGAs: Share semantic models for policies and agree on functional
processes.
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52 Data Discovery Services

53 Catalog

The catalog component supports the search for available data contracts. Information
about data contracts can be exchanged between participants without the use of a cata-
log by sending the offer directly via a separate channel (e-mail, notification). A catalog will
be a common component to implement data discoverability. It can be implemented as
a managed service by one or more selected participants, hosted by the data space gov-
ernance authority, or operated in a fully decentralized fashion by every participant that
offers data contracts (see the visual representation of various implementation designs of
the DSGA in Creating a Data Space). The type of catalog architecture used depends on the
design of the data space as well as the needs and capabilities of the participants.

Hybrid catalog models combining central and distributed catalogs with individual decen-
tralized catalogs are possible, but must be carefully designed to avoid unnecessarily in-
creasing the complexity of participating in the data space.

53.1 Catalog(s)

Sharing data among participants requires the provision of metadata - regardless of the
design of the data space (centralized, federated, or decentralized) and whether the data
is open or protected. Information about the data needs to be published with an agreed-
upon vocabulary for querying and with controls that regulate access to the catalog items.

Two participants can share data directly communicating off- or online without the need
for a catalog. But for more participants a catalog function greatly increases the discover-
ability of data assets and services. If there is more than one catalog due to a federated or
decentralized design, the catalog must allow federated searches of data assets in catalogs
at multiple sites.

Catalogs don't provide the data asset itself, but they provide data contract offers (more on
this in the section on data sharing below).

When choosing a target architecture for a data space, the design of the catalog function
can fall somewhere along the spectrum between a central catalog, multiple federated cat-
alogs, and many decentralized catalogs. Each has its own advantages and disadvantages.
Compare the three main types of catalogs, depending on the implementation design of
the DSGA, to evaluate their capabilities:

Catalog architecture Advantages Disadvantages
Centralized catalog No deployment by A central gatekeeper can
individual participants arbitrarily exclude

participants and their data
from the catalog
Central control - a Single point of failure
gatekeeper can regulate
which entries are
permissible and which are
not
Easy discovery as only one Potential performance
catalog needs to be queried bottle neck
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Catalog architecture

Advantages

Disadvantages

Federated catalog

Decentralized catalog

Deployment by a limited
number of participants,
while most participants
don't need to deploy any
catalog components
Federated control - voting
mechanisms for content
control can be
implemented

Every participant can
autonomously decide which
catalog items they share
with whom

No interference in the
interaction between two
participants through a 3rd

party

Data Space as a whole is
more resilient towards
cyberattacks even though
individual members can
experience outages
Easier to scale

Security issues will affect all
members at once
Additional replication
mechanisms are needed

A small group of operators
of federated catalog nodes
can control participation in
the data space

Every participant needs to
run a catalog component

A list of available catalogs
needs to be either provided
through the DSGA or
discoverable through a
peer-to-peer protocol. The
DSGA should specify the
chosen catalog architecture
and justify any centralized
or federated choices,
documenting the
associated trade-offs and
the mitigations used to
preserve participant
autonomy and neutrality.
Participants need to crawl
each other’s catalogs to see
which items are available

53.1.1 Access policies

A best practice of access security is for an IT system to show users only what they need
to know - to minimise the potential attack surface. The same is true for data contract
offers (DCO) in a data space: Participants should only see the DCOs for which they are
authorised to request a contract negotiation. This does not imply that the participant
already has authorisation for the data but only that a participant is allowed to see that the
data exists. The permission to access is part of the data contract negotiation. Any catalog
must implement attribute-based access control (ABAC) through access policies.

The most common access filter is that a participant proves membership to see which as-
sets are in a data space. Filters can also be applied that make data assets accessible only
to specific participant groups. For example, a participant who has a VC as a data space
member, but also has an additional VC which attests that the participant is an auditor,
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could provide this participant access to audit log files or streams which are being shared
as DCOs, but should not be visible to participants without the special auditor credentials.

In case a participant wants to make a DCO visible to other entities that are not participating
in the data space and are merely using the technical mechanisms of the data space or have
been directly informed about the existence of those DCOs, they could have an access policy
which is simply a no-op, or allow-all policy.

Access policies can also be used as filters to control visibility/access to DCOs. For example,
time-based policies can be used to control when DCOs can be negotiated, location-based
policies can limit the audience to participants from a specific geographic region.

85



54 Observability

55 Observability

This chapter aligns with the IDSA position paper Observability in Data Spaces and uses the
terms observability and observer as the primary concepts for this functional area.

Many times it is necessary to make the data sharing process observable. This can be done
for legal reasons to prove that data has been shared only with authorised entities, or for
business reasons such as billing, dispute resolution, and compliance evidence.

To enable observability in practice, related business processes between participants (for
example log exchange, evidence retention, dispute handling, and escalation paths) should
be defined and, where required, included in the governance framework of the data space.

Depending on the architecture of the data space, multiple solutions are possible.

+ Centralized or federated observer model, which has two main shortcomings when
implementing large-scale data spaces: It presents an additional vulnerability that
could affect the sharing of mission-critical data. Also, a central observer with in-
formation on all data sharing contracts represents potentially valuable knowledge
about participants. This can be exploited for financial gain, making it a target for
bad actors.

* Decentralized architecture can minimise the risks associated with a centralized or
federated observer model.

In a decentralized observer architecture, every participant keeps the information about
the agreed contracts and their execution in their own environment. Meaning that there
are at least two copies of corresponding logging information in the data space. The two
copies can always be identified through a correlation ID linking them. This log data can be
shared with a participant that is providing the observer role. The observer then matches
the corresponding logging information and reports any irregularities to the parties par-
ticipating in the sharing contract (or to the respective regulator if required). The same
mechanism can also be used for example for billing and notary functions.

The observer role may be assumed by the participants involved in a data sharing transac-
tion or by third-party participants identifiable through specific credentials (for example an
industry auditor rooted in a governmental trust anchor).

E.g.: If reqgulation requires an auditor to review data sharing information this information
can be obtained through dataspace mechanisms. To audit the contracts of a participant,
the auditor requests the log data which is published as data contract offer with an access
policy restricting access to the auditor. To verify the validity of those log entries, digi-
tal signing mechanism are used or the corresponding log data from other participants
can be requested to reconcile claims. This limits access to sensitive observation data to
observers that are participants of the data space, have special credentials which qualify
them as trusted auditors and are bound to the policies of those contracts due to the con-
tracts on the collected observability data. Observer actions are automatically logged by
the system and can be tracked and monitored. This would enable a trust relationship in
which auditors can be audited by participants.

To simplify observability in a data space, the DSGA can mandate that participants make
their observability data available through data sharing contracts for ongoing event notifi-
cations or streams by default.
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Following the same pattern, additional optional functional roles can be implemented: in-
voicing, billing and payment clearance services, notary services, regulator reporting, and

the like.
Reference: Observability in Data Spaces (IDSA Position Paper)
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56 Vocabularies

57 Vocabularies

Vocabularies are used to ensure that everyone means the same thing when using a spe-
cific term. There are multiple vocabularies that may be used in a data space, but two are
particularly noteworthy:

+ Semantic models for policies: Structured models that define the terms, attribute
names, and allowed values used in policy expressions; these models make policy
requirements machine-interpretable and reduce ambiguity during reconciliation.

+ Semantic models of the shared data assets: Domain-specific data models and on-
tologies that define the meaning and structure of shared datasets, enabling con-
sumers to interpret and process data correctly and to enforce usage policies based
on data semantics.

So far, this document mostly described how a data space works, what contracts are, what
types of policies exist, and how to negotiate a contract. The vocabularies describe the
content of these elements.

The first category is the vocabulary of policies, which can exist on multiple levels:

« Semantic model for policies for membership rules
For example, if a data space wants to restrict membership to companies with a HQ
in certain countries. It must be clear what the policy is called and what values are
allowed.

+ Policies that each member of the data space must understand to interact with other
participants. For example, policies that specify which industry vocabularies must be
understood, and access policies.

* A participant can publish additional information on semantic models relevant for the
interaction with this participant. This could be special access policies under which
this participant publishes additional contracts. It could be an access policy that spec-
ifies access for direct suppliers of this participant.

+ Within the Data contract as a machine-readable specification that describes the con-
tractual terms, associated policy constraints, and the semantic models required to
interpret the asset. The data model, vocabulary, or usage rules that must be under-
stood to correctly interpret and enforce contract-specific policies (for example, an
industry-specific usage restriction expressed as a domain ontology).

The vocabularies for each level can be easily referenced by the metadata publishing mech-
anism at the respective level. A data space can reference the required policy vocabulary
through its self-description. A participant can also leverage its self-description to publish
additional vocabulary requirements. And at the data contract level, this information can
be easily stored in the metadata associated with the contract at the catalog level.

For mandatory vocabularies a policy referencing them can be easily established if such a
policy model has been agreed upon.

Semantic models for data assets work on the same principle with the main difference that
they do not describe functionality of the data space itself, but the meaning of the data
being shared. If this data needs to be understood to properly handle usage policies (e.qg.,
if usage policies are based on the meaning of data) it becomes an essential part to be
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considered in the design of the data space. Semantic data models might also be relevant
for optional functions such as billing and auditing.

How best to manage the publication of vocabularies depends on the design of the data
space and its requirements. There can be central servers hosting the semantic models,
public semantic models from industry associations that can be referenced externally, a
group of participants responsible for publishing and synchronizing common semantic
models, or semantic models that each participant receives when joining the data space
and which can be continuously updated through various synchronization mechanisms.

Data asset
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Figure 20: Vocabularies and their relationship to data assets

57.1 Optional functions

In addition to the functional elements of a data space, many optional roles and compo-
nents exist. The entities providing these functions must join the data space like any other
participant and fulfil all requirements, policies and procedures enforced by the DSGA to
establish trust.

Depending on the services provided, these additional elements may need to issue addi-
tional credentials, introduce additional trust anchors, or require specific data contracts.
There is a wide variety of optional roles and services. Some especially useful ones are
described here.

In general such optional functions can be distinguished as intermediary functions or value-
creating functions. Intermediaries can participate in data spaces as value-creating ser-
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vices or functions.

Intermediaries are considered as optional in data spaces. Due to certain regulations like
the Data Governance Act, such intermediaries may require additional governance.

Value-adding services may be realized by intermediaries or as function of a data space
participant. Such value-adding services are not subject to the IDSA Rulebook, but are

explained in the DSSC Blueprint Version 3.0 in more detail. The IDSA Rulebook provides a
limited explanation below.
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58 Marketplaces

59 Marketplaces

Data sharing always takes place peer-to-peer in a data space with data discovery being
provided via catalogs. This basic functionality does not cover any form of business model.
Since many dataspaces require not only searching for available data but also platforms
for trading, buying, and selling data, it is expected that many different models of data
marketplaces will emerge within data spaces.

Again, these can be centralized marketplaces, federated marketplaces, or individual de-
centralized business platforms. Similar to how resources can be bought and sold on ex-
changes, functions can be created for data contracts. A marketplace can also provide a
catalog that enables data discovery as well as a business platform to buy and sell data. Or
it simply may act as a broker facilitating the negotiation of data contracts for a fee.
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60 Processing Services

61 Processing services

A data space can have participants that do not offer their data and are not the end users
of data. At its most basic level, these can be participants that are offering algorithms and
code for processing data as a data contract to deliver code libraries, signed containers, or
entire virtual machines to other participants. For very computation intensive or special
hardware requiring workloads these participants might offer their own infrastructure as
part of the contract and use policies to control the use of their resources.

Many data spaces can be built on top of the peer-to-peer model, such as a data supply
chain where data assets pass through multiple processors before reaching the end user.
The implementation and capability of these services again depends on the architecture,
policies, and rules of the data space.

61.1 Data escrow, data trustee

For many applications, data assets and algorithms from multiple sources need to be com-
bined to generate value. This will lead to trusted service providers collecting all necessary
data, perform the calculations, and then distribute the results - while adhering to all con-
tract policies and guaranteeing the execution of usage policies such as the enforcement
of deletion rules. The business model for these participants will be only to provide trusted
services and not to use the data.

Plenty of possible models are conceivable, from centralized, federated to decentralized
offerings with different technical capabilities, trust levels and costs. Classic data aggrega-
tion platforms such as data lakes can also be a possible implementation and benefit from
the trust which a data space provides.

92



62 Connector

63 Connector

A connector is a specific implementation of a software agent for accessing data spaces. It
forms the gateway for a participant to a data space. It provides the necessary API end-
points for other participants to negotiate data contracts and request the execution of a
data contract. The connector acts as an agent of the participant to the data space.

Which solution components are provided by the connector beyond the contract negotia-
tion and execution depends on the implementation design of the data space.
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64 AI Agents

65 AI and Dataspaces: Shaping the Future of Trusted, Decen-
tralized Intelligence

65.1 Introduction

The convergence of Artificial Intelligence (AI) and Dataspaces marks a pivotal moment
in the evolution of data ecosystems that strongly benefits from recent developments in
Trusted Data Sharing. As organisations seek to unlock the full potential of their data, the
emergence of decentralized, context-rich data ecosystems—known as dataspaces—offers
a new paradigm for secure, collaborative, and trusted data sharing and use. This paper
explores the technological, business, and governance dimensions of Al in dataspaces, po-
sitioning them as the foundation for next-generation digital trust and innovation.

65.2 The Evolution of AI: From Learning to Reasoning

Al has entered its third wave, with machine learning and generative models (such as LLMs)
now mainstream. The focus is shifting from data-driven learning to advanced reasoning,
where Al agents must operate on real-time, context-rich data. The bottleneck is no longer
just access to data, but the ability to reason with it in dynamic environments. Retrieval
Augmented Generation (RAG) architectures combine LLMs with additional data sources to
enhance reasoning. They allow Al agents to operate across distributed data sources, lever-
aging external tools and resources for complex tasks. Dataspaces provide both, access to
data and the essential context, moving the field from “prompt engineering” to “context
engineering”. The technologies are a great match for each other as both have two impor-
tant technical attributes in common: decentralization and asynchronous operations that
enable autonomy and agency!

65.3 Dataspaces: The Architecture of Trust and Collaboration

Dataspaces are higher-order orchestration technologies that separate the data plane
(data transfer) from business logic. They enable trusted, decentralized negotiation of
access to data and APIs, supporting data sovereignty, interoperability, and reduction of
business risk through attribute-based trust mechanisms. Participants—represented by
software agents—negotiate sharing contracts, ensuring that data is shared with a set of
agreed policies and permissions and rules guiding it's use. Key features include:

 Trust Contexts: Dataspaces create environments where data sharing is governed
by robust contracts and policies, reducing business risk.

+ Decentralized Management: No central data vault; participants retain autonomy
and agency and can belong to multiple overlapping dataspaces.

 Legal and Regulatory Alignment: Compliance with frameworks like the EU Data
Act is integral.

65.4 AI Agents in Dataspaces

In general, there are two overarching scenarios of how Al Agents could leverage dataspace
technologies. It's kind of a bit like the chicken and egg problem: which one was first? Is it
from the perspective of a dataspace that has Al Agents acting on behalf of participants or
is it an Al Agent acting on behalf of an organisation that needs to join a dataspace or use
dataspace protocols and processes to access and use data?
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65.4.1 Dataspace First

Al agents operate within the boundaries of an existing dataspace and leverage pre-
negotiated rights and contracts, streamlining data sharing and compliance. Participants
in a dataspace have already agreed on data sharing contracts and Al Agents are being
issued tokens to execute those contracts. One could distinguish between two patterns:

+ Dataspace Data Planes are used to transfer data from one participant to the other.
Once all the relevant data is collected in one organisation its Al agents can act on the
data locally, as long as it respects the usage policies associated with the data. This
is probably the easiest to implement but comes with several disadvantages, e.g. the
potential staleness of data.

* The use of MCP in Dataspace Data Planes. This would effectively wrap the access to
data in a thin facade that enables the use of the MCP Protocol. The data provider
would build a data plane that hosts a MCP Server and provides data access accord-
ing to the data sharing contract. The data consumer would have an MCP client that
is aware of data usage policies and guarantees that policies of the data sharing con-
tract will be respected. This would allow more complex access scenarios than the
first pattern.

65.4.2 Agent First

Agents discover data offerings that other organisations are publishing through datas-
paces but don't yet have existing access. Depending on the rules of those dataspaces
the Agents will need to first branch out into a human workflow to join the dataspace and
negotiate the required data sharing contract. Alternatively, if the data provider supports
direct negotiation the Agent can leverage dataspace protocols to automate the negoti-
ation for data access without requiring its organisation to manually join the dataspace.
To negotiate access ad hoc, Agents can leverage dataspace protocols using decentralized
claims and policy mapping for dynamic, cross-organisational attribute access control to
be granted permission to shared data and to agree on data usage contracts.

65.5 Protocols and Governance

Al agents are becoming critical actors within data ecosystems, requiring new protocols
for secure, trusted communication. Emerging standards such as the Model Context Pro-
tocol (MCP) and Agent-to-Agent (A2A) protocols are maturing, enabling agents to interact
with databases, computational systems, and each other. Dataspaces bring a set of new
protocols, Dataspace Protocol (DSP) and the Decentralized Claims Protocol (DCP) which en-
able a decentralized, attribute-based access control system for negotiation of data sharing
contracts, governing access and usage permissions. Although those protocols are being
developed separately, they fit together perfectly, solving for different problems on the
path to providing AI Agents with high value data in a controlled but highly automatable
and scalable way.

« MCP: Standardises interactions between Al Agents and data resources, managing
permissions and access on a technical machine to machine level

« A2A: Facilitates agent-to-agent communication, supporting federated and collabora-
tive Al scenarios.

« DSP: Standardises interactions between organisations. It enables the negotiation of
data access and usage policies, as well as a high level control of data sharing activi-
ties.

95



« DCP: Moving beyond traditional identity providers, agents can prove compliance via
verifiable claims, streamlining access and trust.

While MCP focuses on a token-based access control to individual resources DSP and DSP
focus on the higher level trust creation that ultimately leads to the issuance of a token for
resource access. When an Al Agent working on behalf of Organisation A needs data from
Organisation B the two organisations can use Decentralized Identities (DIDs) and Verifi-
able Claims (VCs) to exchange information about each other that leads to trustworthiness
(without the need to establish a common identity provider). Trust between two organisa-
tions can be established when one organisation defines policies for trustworthiness and
the other organisation provides evidence—through verifiable claims—that these policies
have been met. By verifying these claims, both organisations can build confidence in the
relationship, ensuring that trust is not assumed but demonstrated and substantiated.

DSP is used to negotiate a data sharing contract that contains details about the nature of
the data, the type of data technology used, semantic models, provisioning requirements
for resources and also usage controls which Organisation agrees to adhere to. Once such
a contract is negotiated and approved it needs to be executed. This is where MCP comes
into play. Through DSP and DCP the AI Agent will be handed information on where to
locate the MCP Server, which access token to use and what usage is permitted. It can
then instantiate the MCP client, connect to the data or API to fulfil its task. The resource
protected through a decentralized attribute-based access control can be a data set, but
also an API or even another AI Agent. Same as the negotiation of data sharing contracts
an Al Agent access contract could be negotiated. The data plane for that contract then
would have to be an A2A protocol implementation.

65.6 Semantic Interoperability and Compliance

As it will be impossible to create a globally standardized semantic model for data shar-
ing contracts Al can help with the interpretation of different models and therefore aid in
the fulfillment of the data sharing contract. Al's ability to map different semantic models
reduces the need for manual standardization, enabling automatic policy negotiation and
compliance verification. Dataspaces often leverage domain-specific knowledge graphs
and ontologies, providing the context layer essential for meaningful Al integration.

65.7 Strategic Recommendations

1. Investin Protocol Standardisation: Supportthe development and adoption of MCP,
A2A, DSP and DCP to enable secure, scalable Al integration.

2. Prioritise Governance and Trust: Establish clear frameworks for identity claims,
and compliance. Leveraging Al for automated policy evaluation.

3. Enable Semantic Mapping: Use Al to bridge semantic gaps, facilitating interoper-
ability across diverse data sources and domains.

4. Foster Consortia and Ad-Hoc Collaboration: Design data offers and dataspace pro-
cesses to support both structured and dynamic data sharing scenarios.

65.8 Conclusion

AI and dataspaces are converging to create decentralized, trusted ecosystems for intelli-
gent data sharing and reasoning. As Al agents become more autonomous, robust proto-
cols, governance models, and semantic interoperability will be essential. Organisations
that embrace these innovations will lead to digital trust, compliance, and business agility.
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66 Decentralized Patterns Onboarding

67 Onboarding Pattern for Decentralized Data spaces

67.1 Joining a data space

Decentralized data space architecture emphasizes the autonomy and agency of partici-
pants, thus it must be a voluntary decision of a participant to join a data space.

Decentralized Data Space Architecture

Data Space Governance Authority
Establish rules & trust model

_______
- ~~

Wants to join a data space!

\, Q
()

Data Space

Figure 21: a new organisation wants to join a decentralized data space

67.2 Selecting a hosting model and provider

However, with great power also comes great responsibility, so the participant has some
work to do. It's not like joining a centralized platform, where one creates an account and
that's it. The participant needs to actively make a decision on where to operate the tech-
nology that's needed to be active in a data space: The data space software agent (e.g.:
connector), the wallet, data staging areas, etc... Although this seems to be a complex and
difficult task to accomplish it is ultimately what enables digital sovereignty. Every partici-
pant can operate on the infrastructure of their choice and they can make an autonomous
decision on how much agency to have. Any operating model available - from on premises
to classical cloud computing is also possible for data space technologies: starting at a fully
customised hosting model on one end of the spectrum, a platform as a service model for
software agents (connectors) and wallets, all the way to fully managed use case services
(e.g. a data intermediary offering a Digital Product Passport service including sharing ca-
pabilities to a manufacturing data space) on the other side of the spectrum. Further, such
components might be operated for an individual data space or reusable for a multitude
of data spaces by leveraging dynamic contexts and configuration capabilities.
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Decentralized Data Space Architecture
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Figure 22: the organisation provisions data space resources with the infrastructure
provider of their choice

67.3 Onboarding to a data space

Once the future participant has all technical components up and running they need to un-
derstand the rules and processes of the data space, maybe sign some legal contracts of
the data space organisation, provide evidence on their claims that they satisfy the rules of
the data space and many other steps needed to be onboarded to the data space. This can
be done by an onboarding service provided by the organisation representing the commu-
nity of the data space (e.g. a not for profit organisation, a government entity responsible
for a regulatory data space, or a commercial entity leading a data space created around
their organisation and its partners). This onboarding service is needed only as a one-time
access point while joining the data space. It might have an additional service like notify-
ing existing members that a new member is joining, but usually will not be needed for the
ongoing operation of the data space.

Itisimportant to understand that in a decentralized architecture, no ongoing dependency
on a central or federated services should be mandated. As this example illustrates on
popular mechanism to realize a decentralized architecture there are other solution paths
as well.

If the data space relies on an onboarding entity to manage the onboarding process this
entity can ensure the adherance to membership rules and potential additional steps like
checking the validity of external DTF credentials.

If there is no onboarding entity a new participant could simply prove their eligibility to be
a member of the data space by providing claims to another participant who accepts the
membership after evaluating all membership rules and the claims provided.

There are many other models of how membership of a data space can be established. For
further process steps in this article the focus will be on the scenario of an Onboarding
Entity working with an external credential issuer.
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Decentralized Data Space Architecture
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Figure 23: An On-boarding Service verifies compliance with the rules of the data space

Often the Onboarding Entity can directly issue membership credentials for the new par-
ticipant, however, in this scenario it requires additional steps from external actors, the
Credential Issuers from a DTF which are being used within the data space.

67.4 Obtaining Credentials from external data space Trust Frameworks

In complex, large-scale data spaces a data space Governance Authority will not define
every single rule of the data space but rely on existing data space Trust Frameworks to
provide building blocks from which to construct the DSGAs rules for this specific data
space. E.g. Gaia-X could be leveraged to provide labelling for the infrastructure providers
used by individual participants, iSHARE could be supporting the legal onboarding of par-
ticipants. In those cases the Onboarding Service will need to collaborate with the onboard-
ing/issuing services of the various DTFs. However, the ultimate responsibility of maintain-
ing credentials about their claims is with the participant. So although the Onboarding
Service of the data space might collaborate with the Issuance Service of the DTF the DTF
credential has to be issued directly to the data space participant. Alternatively the creden-
tial issuance can also be requested by the participant.

This process might have to be repeated for every credential issuer that is being used within
the data space. It might also be possible that the participant already holds a credential
from accepted external DTF credential issuers due to their membership in another data
space. It is possible that this are accepted by the data space.

Once issued the data space participant can use this credential together with the member-
ship credentials from the data space Onboarding Service to provide evidence of its claims
when negotiating a sharing contract with other participants of the data space.

It is important to note that many variations of this process can exist and it is part of the
role of the DSGA to define the exact business process which leads to the set of credentials
that are then resulting in a membership credential for the data space in question. This
process can be influenced by business needs, regulation, and other external factors.
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Figure 24: Credential Issuer issues credentials

67.5 Using credentials in the data space

When two participants of a data space interact it will be necessary to match policy con-
straints of one party to the claims that the other party presents. In most cases it will be
sufficient to verify the signature of the credential issuer and the expiration date as the
claim is presented by the participant. After all cryptographical methods will enable the
other party to verify that the presented credential is representing the counterparty and
has been signed by the credential issuer. However, in more complex cases it might be
necessary to check the validity of a signature synchronously with the Credential Issuer.
One such example can be the necessity of near real-time checks of the revocation of a

credential.
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Figure 25: Credentials are verified by other participants

68 Summary and Outlook

69 Summary and outlook

The IDSA Rulebook recognises the growing need for structural approaches to accessing
and sharing data while maintaining data sovereignty. The use of guiding principles helps
identify solutions for this growing market. It includes the understanding of the plurality
the current global regulation and legislation. Data spaces are a durable concept, applica-
ble to data ecosystems internationally.

The functional analysis of both parts, the creation of a data space and the data space
governance authority, as well as the requirements and obligations of a participantin a data
space is a central piece of this document. The comprehensive outline provides guidance
for the creation and management of data spaces.

The analysis of the legal framework for data spaces is ongoing and subject to continuous
debate and will be part of this Rulebook in future versions.

Based on the recent IDSA work, additional publications provide more insights into data
spaces. As concept of data spaces evolves updates to the IDSA Rulebook will be made.
As many aspects of data spaces are updated separately and the urgency of discussions
reflects and ever changing landscape of focus points of attention the IDSA Rulebook has
been structured in a way that allows for fine granular update of the presented concepts.

The IDSA Rulebook will no longer feature a fixed version number. The published version
always reflects the latest design aspects and will be updated as new contributions are
made to the GitHub Repository, discussed in the Working Group Meetings and approved
and published. A versioned history of each document is available through the detailed
version management mechanisms of GitHub.
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74 IDS-RAM 2026-1 working draft

We are preparing a new edition of the IDS Reference Architecture Model (IDS-RAM). Many key
concepts and technical aspects of data spaces have advanced in recent months. These devel-
opments are not yet reflected in the current version, so the new edition will capture the latest
results, including IDSA’s contributions to international standards and specifications.

The updated IDS-RAM will become the main reference for implementing the ideas defined in the
IDSA Rulebook. It will translate governance models, data usage policies, and protocol specifi-
cations into clear logical components, defined interfaces, and consistent behavior patterns.

The new version aims to support interoperability, scalability, and conformance across different
environments. Instead of prescribing a single approach, it will offer a structured design space
that adapts to diverse needs while preserving the core IDSA data space model.

The content in the next pages aim to give a preview of the upcoming IDS-RAM 2026-1 release.

74.1 Join the IDS-RAM work

We are developing the next version of the Reference Architecture Model together with our com-
munity in the IDSA Working Group Architecture.

The IDSA Architecture Working Group defines and promotes architectural principles and imple-
mentation patterns that are firmly grounded in the IDSA core concepts as described in the IDSA
Rulebook. Its mission is to guide architects and software engineers in designing and developing
trusted, interoperable, and compliant data spaces.

To know more about the IDSA working groups please visit our home page and see the brochure
for more details on how to onboard.

Please note: IDSA working group activities are reserved for members. Is your organization not
a member of IDSA? Find more information here: Become a Member
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75 Introduction

76 Introduction

The emergence of dataspaces as a key enabler for trustworthy data sharing has intro-
duced a new class of data architecture principles. Within this landscape, the International
Data Spaces Association (IDSA) provides a foundational Rulebook that defines the core
principles, roles, and capabilities required to establish and operate such environments.
However, turning these high-level principles into actionable, technical guidance requires
a dedicated architectural framework. This is the purpose of the IDS Reference Archi-
tecture Model (IDS-RAM).

The IDS-RAM is the central compendium of technical documents that operationalizes the
concepts defined in the IDSA Rulebook. It maps abstract governance models, data usage
policies, and protocol specifications into concrete technical (logical) components, inter-
faces, and behavioral patterns. It does so with a clear focus: enabling interoperability,
scalability, and conformance without prescribing a single implementation path. In other
words, the IDS-RAM is not a blueprint but a design space—a structured but flexible guide
that supports diverse requirements while preserving the integrity of the IDSA dataspace
model.

This document is for system architects, software engineers, and infrastructure designers
who are tasked with building or integrating components within a dataspace to enable
business-driven data ecosystems. If you're looking to understand what makes a connector
IDSA-compliant, how to build interoperable and integrable services, or how to maintain
trust and policies in a decentralized environment—this is your technical guidance.

Central to the IDS-RAM are specifications such as the Dataspace Protocol (DSP) and the
Decentralized Claims Protocol ( DCP). These protocols define how components commu-
nicate, how identities are exchanged and verified, and how policy-conformant data dis-
covery and transfer is achieved. The IDS-RAM highlights these specifications, covering
components, message formats, interaction sequences, and binding details. Further, it de-
scribes in depth how they are integrated with key capabilities like identity management,
observability, data discovery, contract negotiation and secure data transfer. Details of
such capabilities are maintained within dedicated documents under the purview of IDSA.
The IDS-RAM document integrates and connects these documents to provide a compre-
hensive overview and a single source of truth for architecture models according to IDSA
specifications.

To support real-world applicability, the IDS-RAM organizes its content into two major sec-
tions:

Capability Mapping: This section lists the essential capabilities enabled through
dataspaces—such as data discovery, policy enforcement, usage control, identity resolu-
tion, and observability. Each capability is analyzed from a technical perspective, detailing
how it can be implemented within a compliant dataspace. The descriptions are aligned
with the IDSA Rulebook and maintains references to the foundational concepts to high-
light the strong relation between the two documents. The IDS-RAM content is however
grounded in system-level detail, interactions pattern, documents expected behavior, and
provides guidance on integration patterns of infrastructure and other technologies.

Architectural Best Practices: Recognizing the diversity of business and technical
requirements across domains, the IDS-RAM does not enforce a singular architecture.
Instead, it presents validated patterns and warns against known anti-patterns, guiding
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implementers through the architectural decisions while setting up or operating a datas-
pace. Whether the goal is to create a lightweight edge connector, operate a multi-tenant
marketplace, or integrate with existing enterprise systems, the IDS-RAM aims on outlining
the architectural considerations and trade-offs—while maintaining compatibility with the
IDSA model.

The IDS-RAM is intentionally neutral with respect to implementations. It refrains from en-
dorsing any specific codebase or vendor product. Where useful, illustrative code snippets
and configuration examples are included to clarify complex concepts and show practical
realizations. For this, available open source projects (such as those maintained under the
Eclipse Dataspace Working Group (EDWG) initiative) are referenced.

Importantly, the IDS-RAM is a living document due to continuous updates of IDSA techni-
cal documents this document refers to. Therefore, rather than locking into static version
cycles, it evolves incrementally with latest releases of technical documents. Changes of
these documents are managed through the corresponding GitHub repositories, with full
traceability of modifications and clear visibility into the rationale behind decisions. Peri-
odic release tags of the IDS-RAM document however will provide stable points of reference,
allowing contributors and adopters to align their work with a consistent snapshot of the
evolving model.

76.1 Contributions

The IDSA Working Group Architecure creates and maintains the IDS-RAM. Its mission is to
guide architects and software engineers in designing and developing trusted, interopera-
ble, and compliant data spaces.

To know more about the IDSA Working Group Architecture, please visit our home page.
The IDSA working groups brochure provides details on how to get involved and how to
contribute.

Please note: IDSA working group activities are reserved for members. Find more informa-
tion about IDSA membership here: Become a Member

76.2 Terminology
IDS-RAM uses terms as defined in the IDSA Glossary.
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77 Relation to other IDSA documents

78 Relation to other IDSA Documents

The International Data Spaces Association (IDSA) provides a comprehensive body of doc-
umentation that serves as both a strategic compass and a practical guide for building
interoperable, trusted dataspaces. IDSA documents follow a clear top-down structure:
starting with vision and principles, moving to governance and requirements, narrowing
into thematic clarity, and concluding with technical realization. This structure ensures co-
herence across conceptual, operational, and technical domains, enabling organizations
to confidently adopt dataspace principles at scale.

Level Document Purpose

Vision Manifesto of Data Spaces Defines core principles and
motivation

Governance IDSA Rulebook Establish requirements and
roles

Thematic guidance IDSA Papers on Focus Explore evolving topics in

topics depth
Technical Architecture IDS-RAM Enables implementations

78.1 Manifesto of Data Spaces - The IDSA North Star

At the top of the IDSA document hierarchy stands the IDSA Manifesto, a concise yet pow-
erful declaration of purpose. It describes IDSA's ambition to shape a trusted global data
economy founded on sovereignty, trust, and interoperability. The Manifesto serves three
essential functions:

+ Sets the shared aspiration: to enable data sharing ecosystems where organizations
retain control over their data and use it responsibly for collective innovation.

+ Establishes guiding values: trust, fairness, interoperability, and sovereignty, which
frame all other IDSA documents.

+ Calls for collective action: encouraging industry, research, and policymakers to col-
laborate toward Trusted Data Sharing based on open standards and decentralized
architectures.

Unlike detailed guidance documents, the Manifesto is deliberately high level. It articulates
“why"” dataspaces matter and builds a shared identity and strategic direction for the IDSA
community. All subsequent documents—including the Rulebook, Focus Topics, and the
Reference Architecture Model (IDS-RAM)—are grounded in the principles laid out here.

78.2 IDSA Rulebook - From Principles into Practice

Guided by the ideals of the Manifesto, the IDSA Rulebook answers “WHAT"” needs to be
done to translate vision into concrete requirements and governance models. It supports
the creation, operation, and growth of data spaces by distinguishing mandatory require-
ments from optional, value-adding practices. Its scope spans technical, commercial, and
legal dimensions:

« Common technical guidance, including functional requirements and specifications.
+ Recommendations for applying IDSA technical artefacts and for alignment with part-
ner feworks.

106


https://kb.internationaldataspaces.org/external/manifesto/manifesto
https://kb.internationaldataspaces.org/external/rulebook/001_Introduction
https://kb.internationaldataspaces.org/external/ram/FocusPapers
https://kb.internationaldataspaces.org/external/ram/FocusPapers
https://kb.internationaldataspaces.org/external/ram/README

* Operational guidance for collaboration, roles, and processes that enable data space
ecosystems.

* Perspectives onimplementing and complying with international legal and regulatory
obligations to facilitate trusted, cross-border data sharing.

The Rulebook acts as the normative foundation of IDSA. It does not specify implementa-
tion technologies but clearly defines conditions for trust—usage control, contractual as-
surance, and transparent operations—thus linking data value creation with accountability.

78.3 IDSA Papers on Focus Topics - Depth on Key Challenges

While the Manifesto inspires and the Rulebook governs, documents for individual focus
topics dive deeper into specific adoption within dataspaces. These concise thematic mod-
ules ensure that the documentation can evolve with a fast-changing environment without
overloading core documents. Current topics include:

« Identity & Trust - decentralized identity management and verifiable credentials.

+ Interoperability - semantic, organizational, and technical interoperability models.

+ Observability - monitoring dataspace operations while respecting sovereignty.

+ Agentic Aland LLM - integration of MCP and dataspace in the context of agentic web

Each Focus Topic is anchored in the Rulebook and consistent with the Manifesto, provid-
ing reusable patterns and best practices. Their modular structure ensures efficient main-
tenance and allows new topics to be integrated as technology and regulation evolve.

78.4 IDS Reference Architecture Model - Technical Realization

While previous documents define what to implement, the IDS Reference Architecture
Model (IDS-RAM) explain “HOW"” to build it. It is the central technical compendium that
transforms more abstract governance concepts into implementable architecture. The
IDS-RAM introduces:

+ Interaction models between logical components

* Protocol specifications like the Dataspace Protocol (DSP) and Decentralized Claims
Protocol (DCP).

+ Capabilities for identity, data discovery, policy enforcement, contract negotiation,
and secure transfer.

« Integration patterns that support interoperability without imposing a single technol-
ogy stack.

The IDS-RAM is not prescriptive software architecture; itis a design framework that accom-
modates diverse implementation paths. It supports system architects and developers by
connecting high-level requirements from the Rulebook with concrete deployment scenar-
ios. Its two core sections—Capability Mapping and Architectural Best Practices—make it
an indispensable engineering guide for building sovereign, trusted data ecosystems.
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79 Architectural principles

80 Architecture Principles

This chapter provides architectural insights on the main technical concepts of dataspaces. It
highlights the specifications Dataspace Protocol (DSP) and Decentralized Claims Protocol (DCP),
their messages, state machines, sequences, and bindings.

Please note the content on this page does not reflect the current developments yet, instead a
preview of the upcoming release and an outline of what to expect is provided.

IDSA Rulebook provides a functional view of these capabilities in data spaces.

80.1 Cataloging

Insights on advertising data assets. Please also refer to the IDSA Rulebook page Data Discovery
Services

80.2 Contract Negotiation

Insights on contract negotiation and agreements. Please also refer to the IDSA Rulebook page
Data Sharing

80.3 Data Transfer

Insights on the actual data transfer within a dataspace. Please also refer to the IDSA Rulebook
pages Data Sharing and Planes

80.3.1 Control Plane

The responsibilities of the control plane via data transfer

80.3.2 Data Plane

The responsibilities of the data plane via data transfer

80.3.3 Policy Enforcement

The policy enforcement capabilities and shared responsibilities of dataspace and data manage-
ment services. Please also refer to the IDSA Rulebook page Policies

80.4 Observability

Observability concepts interpreted from an architectural point of view. Please also refer to the
IDSA Rulebook page Observability and IDSA position paper Observability in Data Spaces

80.5 Credentials and Claims

Credentials and Claims in data spaces interpreted from an architectural point of view. Please
also refer to the IDSA Rulebook pages on Trust, Dataspace Trust Frameworks, Attributes and
claims, Identity, and working draft paper on Identitifiers in Data Spaces
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81 Architectural Patterns

82 Architecture Pattern and Guidelines

This chapter provides more concrete architecture guidelines on how to design different archi-
tecture patterns within a dataspace. Beside the introduction and explanation, trade-offs are
highlighted.

Please note the content on this page does not reflect the current developments yet, instead a
preview of the upcoming release and an outline of what to expect is provided.

82.1 Data Space Governance Authority (DSGA)

Different architectural options for realizing a Data Space Governance Authority. Please also
refer to the IDSA Rulebook page DSGA

82.1.1 Federated or Central

Insights on federated or central DSGA and corresponding trade-offs

82.1.2 Decentral

Insights on decentral DSGA and corresponding trade-offs. Please also refer to the IDSA Rulebook
page Decentralized Onboarding Patterns

82.2 Catalogs

Different architectural options for implementing Catalogs in the context of dataspaces. Please
also refer to the IDSA Rulebook page Cataloging

82.2.1 Federated or Central (Marketplace)

Insights on federated or central catalogs and corresponding trade-offs

82.2.2 Decentral

Insights on decentral catalogs and corresponding trade-offs

82.3 Observer

Different architectural options for implementing Observer role. Please also refer to the IDSA
Rulebook page Observability and IDSA position paper Observability in Data Spaces

82.3.1 Federated or Central Escrow
82.3.2 Decentral

Insights on decentral observability and corresponding trade-offs
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83
84

Outlook

Outlook

IDSA Working Group Architecture has been looking at a wide range of topics in collabora-
tion with other IDSA working groups such as the IDSA Working Group Rulebook. Some of
the topics include but not limited to the following:

Main technical concepts, architectural principles and patterns for data spaces
Observability in data spaces

Semantic interoperability in data spaces

Establishing trust in data spaces

Participant onboarding

Usage control: Technical and organizational enforcement

Control planes vs data planes

Interoperability of governance across data spaces

Al and data spaces

Patterns for value added services

Some of these items are already planned for the upcoming relase of IDS-RAM, while some
would be considered in future roadmaps.
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87 Focus Papers

87.1 IDSA Papers on Focus Topics - In depth guidance on key challenges

The IDSA papers created by the IDSA working groups Architecture and Rulebook, provid-
ing guidance on individual focus topics dive deeper into specific adoption within datas-
paces.

These concise thematic modules ensure that the documentation can evolve with a fast-
changing environment without overloading core documents such as the IDSA Rulebook
and the IDS Reference Architecture Model.

Current topics include:

+ Observability - monitoring data sharing transactions while respecting sovereignty:
IDSA Position Paper Observability in Data Spaces

+ Identity & Trust - decentralized identity management and verifiable credentials:
Draft working paper Identifiers in Data Spaces

+ Interoperability - semantic, organizational, and technical interoperability models:
IDSA Position Paper Semantic Interoperability in Data Spaces

+ Agentic AI and LLM - integration of MCP and dataspace in the context of agentic
web: IDSA Rulebook page AI Agents

Each Focus Topic is anchored in the IDSA Rulebook and IDS Reference Archiecture Model
and consistent with the Data Spaces Manifesto, providing reusable patterns and best prac-
tices.

Their modular structure ensures efficient maintenance and allows new topics to be inte-
grated as technology and regulation evolve.

To know more about other IDSA Papers, please visit IDSA home page
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88 Glossary
89 IDSA Glossary

This document is created to ensure consistent terminology across IDSA's documents.

The definitions are aligned with the ISO/IEC DIS 20151 (to be published at the time of
writing this document) and the Dataspace Protocol (2025-1 release) where possible.

Additional notes are provided where different terms are used for the same concept across
the two sources.

89.1 A
89.1.1 Agreement

A concrete Policy associated with a specific Dataset that has been agreed between the
Provider and Consumer. It is a result of a Contract Negotiation defining the Policy agreed
to for a Dataset. Please also see data sharing contract

(Source: ISO/IEC DIS 20151)

89.2 C
89.2.1 Catalog

A collection of entries representing Offers that are advertised by a Provider.

(Source: Dataspace Protocol)

89.2.2 Catalog Protocol

Aset of allowable Message Types that are used to request a Catalog from a Catalog Service.

(Source: Dataspace Protocol)

89.2.3 Catalog Service

A Participant Agent that makes a Catalog available and accessible to Participants.

(Source: Dataspace Protocol)

89.2.4 Connector (Data Service)

A Participant Agent that performs Contract Negotiation and Transfer Process operations
with other Connectors, by implementing Dataspace Protocols. It produces Agreements
and manages Dataset sharing.

(Source: Dataspace Protocol)

89.2.5 Consumer

A Participant that requests access to an offered Dataset.

(Source: Dataspace Protocol)

113


https://www.iso.org/standard/86589.html
https://eclipse-dataspace-protocol-base.github.io/DataspaceProtocol/2025-1-err1/

89.2.6 Contract Negotiation

A set of interactions between a Provider and Consumer that establish an Agreement. It is
an instantiation of the state machine of a Contract Negotiation Protocol. An outcome of a
Contract Negotiation MAY be the production of an Agreement.

(Source: Dataspace Protocol)

89.2.7 Contract Negotiation Protocol

A set of allowable Message Type sequences defined as a state machine.

(Source: Dataspace Protocol)

89.3 D
89.3.1 Dataset

Data or a technical service that can be shared by a Participant.

(Source: Dataspace Protocol)

89.3.2 dataspace

89.3.2.1 data space governance framework and supporting services to build trustwor-
thiness and enable data sharing through an agreed set of Policies, semantic models, pro-
tocols and processes

(Source: ISO/IEC DIS 20151)

89.3.3 dataspace governance authority role

89.3.3.1 DSGA role set of activities provided by one or more parties that establishes,
governs, manages and enforces the technical policies and business rules of a dataspace

(Source: ISO/IEC 20151)

89.3.4 dataspace participant

89.3.4.1 participant party thatis acting in a dataspace participant role

Note 1 to entry: By being accepted to be a participant in the dataspace, the party agrees
to the governance arrangements and therefore the policies of the dataspace. (Source:
ISO/IEC 20151)

Please also see Participant definition sourced from Dataspace Protocol.

89.3.5 dataspace participant role

89.3.5.1 participant role set of activities within a dataspace for the purpose of data
sharing or related activities Note 1 to entry: Related activities can include auditing or ob-
serving roles that do not include data sharing or governance activities.

(Source: ISO/IEC 20151)
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89.3.6 data policy

human and machine-readable set of rights and obligations regarding access and use of
data

(Source: ISO/IEC 20151)

89.3.7 Dataspace Protocol

A set of Messages and Message sequences that enables the interaction between Partic-
ipant Agents in a dataspace. This may require additional concepts, which are not in the
scope of the specification itself.

(Source: Dataspace Protocol)

89.3.8 Data Transfer Protocol

A set of rules and conventions that dictate how data is transmitted over a network by
defining the format, error handling, and flow control. Examples include HTTP, FTP, MQTT,
and AMQP.

(Source: Dataspace Protocol)

89.3.9 data sharing

Access to the same data by more than one authorized entity Note 1 to entry: Use of the
data can be synchronous or asynchronous. Note 2 to entry: Data can be shared, for exam-
ple, (i) by allowing access to, or the execution of operations over, the original dataset, or
(ii) by giving a copy of the data to the interested entity. Note 3 to entry: The way in which
data is shared fundamentally influences the available controls and the statements needed
in a data sharing agreement. (Source: ISO/IEC 23751:2022[4], 3.7, modified - removed ‘or
processing of’)

(Source: ISO/IEC 20151)

89.3.10 data sharing contract

formal and legally binding agreement between dataspace participants containing policies,
terms and conditions for data sharing Note 1 to entry: Data sharing contracts usually con-
tain information about access to data, including its metadata, and data use. Note 2 to
entry: A data sharing contract is usually much more specific than a data sharing agree-
ment which is often broader and often at an organizational level.

(Source: ISO/IEC 20151)

Please also see Agreement for a related definition sourced from Dataspace Protocol.

89.3.11 data use

Handling or dealing with data for a specific purpose (Source: ISO/IEC 5207:20245, 3.30,
modified - Note 1 to entry removed)

(Source: ISO/IEC 20151)
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894 G
89.4.1 governance

Human-based system comprising directing, overseeing and accountability (Source:
ISO/IEC 38500:2024([6], 3.3)

(Source: ISO/IEC 20151)

89.4.2 governance framework

Strategies, policies, decision-making structures and accountabilities through which the
organization’s governance arrangements operate (Source: ISO/IEC TR 38502:2017[7], 3.1)

(Source: ISO/IEC 20151)

895 M
89.5.1 Message Type

A definition of the structure of a Message.

(Source: Dataspace Protocol)

896 O
89.6.1 Offer

A concrete Policy associated with a specific Dataset.

(Source: Dataspace Protocol)

89.7 P
89.7.1 Participant

A member of one or more Dataspaces that provides and/or consumes Datasets. It regis-
ters Participant Agents that perform tasks on its behalf.

(Source: Dataspace Protocol)

Please also see dataspace participant definition sourced from ISO/IEC 20151.

89.7.2 Participant Agent

A technology system that performs operations and interactions in a Dataspace on behalf
of a Participant, such as publishing a Catalog or engaging in a Transfer Process. It is a
logical construct and does not necessarily correspond to a single runtime process. While
most interactions take place between so-called Connectors, some interactions with other
systems are required.

(Source: Dataspace Protocol)
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89.7.3 Policy

A set of rules, duties, and obligations that define the terms of use for a Dataset.

(Source: Dataspace Protocol)

89.7.4 Profile

A restriction or subset of a specification that enforces every occurrence of an externally
defined class to be conformant with the original definition.

(Source: Dataspace Protocol)

89.7.5 Provider

A Participant that offers a Dataset.

898 T
89.8.1 Transfer Process

A set of interactions between a Provider and Consumer that give access to a Dataset under
the terms of an Agreement. It is an instantiation of the state machine of a Transfer Process
Protocol.

(Source: Dataspace Protocol)

89.8.2 Transfer Process Protocol

A set of allowable Message Type sequences defined as a state machine.

(Source: Dataspace Protocol)

89.8.3 trust

Decision by an entity to assume that a product, service or entity will behave as expected
for a given circumstance

(Source: ISO/IEC 20151)

89.8.4 trustworthiness

set of verifiable evidence that can be used to form trust
(Source: ISO/IEC 20151)
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90 Standards and specifications

91 Standards and external sources

91.1 Specifications

+ Dataspace Protocol 2025-1

» Decentralized Claims Protocol v1.0
91.2 Standards

« ISO/IEC DIS 20151

91.3 IDSA publications on Data Space Standards

More information on Data Space Standards and specifcations can be found in the IDSA
publications:

+ Data Spaces Standardization Landscape IDSA Position Paper | Version 1.0 | July 2025
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92 Downloads
93 Downloads

This page provides exports of the complete IDSA Knowledge Base in PDF format.

93.1 Latest exports
+ IDSA Knowledge Base PDF (latest)

93.2 Versioned exports

Each push to main produces a versioned export as well:
* knowledge-base-YYYYMMDD-RUN-SHA. pdf

If you need a historic version, you can also find it in the GitHub Actions run artifacts.
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94 About

95 About

95.1 About IDSA

Find more information on International Data Spaces Association IDSA on our website.

95.2 About the IDSA Knowledge Base

This Knowledge Base integrates curated documentation into a single destination:

* Build system: MkDocs Material
+ Deployment: GitHub Pages (Actions deployment)

* Quality gates: Markdown lint, broken link check, strict MkDocs build
Provenance. Content under IDSA Documents is assembled from:

« International-Data-Spaces-Association/Manifestor-of-International-
Data-Spaces (/)

« International-Data-Spaces-Association/IDSA-Rulebook(documentation/)

« International-Data-Spaces-Association/IDS-RAM (docs/)

« International-Data-Spaces-Association/glossary (Glossary/)

All external content is copied during CI only and never committed back to this reposi-
tory.

The Knowledge Base makes the outcome of the IDSA Working Groups publicly available
while keeping the working content of the Working Groups repository, if necessary private
to the Working Group members.
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